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Abstract

The WebSocket protocol enables two-way real -tinme comruni cation
between clients and servers in situations where direct access to TCP
and UDP is not available (for exanple, fromw thin JavaScript in a
web browser). This docunent specifies a new WebSocket subprotocol as
a reliable transport mechani sm bet ween Message Session Relay Protoco
(MBRP) clients and relays to enable usage of MSRP in new scenari os.
Thi s docunent nornatively updates RFCs 4975 and 4976.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7977
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1

| ntroducti on

The WebSocket [ RFC6455] protocol enabl es nmessage exchange between
clients and servers on top of a persistent TCP connection (optionally
secured with Transport Layer Security (TLS) [RFC5246]). The initia
prot ocol handshake nmakes use of HITP [ RFC7230] senantics, allow ng
the WebSocket protocol to reuse existing HITP i nfrastructure.

Modern web browsers include a WebSocket client stack conmplying with
the WebSocket API [W5-API] as specified by the WBC. It is expected
that other client applications (those running in personal conputers
and devi ces such as smartphones) will also nake a WbSocket client
stack available. The specification in this docunent enabl es usage of
Message Session Relay Protocol [RFC4975] in these scenarios.

Thi s specification defines a new WebSocket subprotocol (as defined in
Section 1.9 in [RFC6455]) for transporting MSRP nessages between a
WebSocket client and MSRP relay [ RFC4976] containing a WbSocket
server, a new transport for MSRP, and procedures for MSRP clients and
rel ays inplenmenting the WebSocket transport.

MSRP over WebSocket is well suited for MSRP interacti ons between
clients and servers. Commbn use cases for MSRP over WbSocket
i ncl ude:

0 Human-to-machi ne nmessagi ng

o Cient-to-server data exchange (for example, application contro
si gnal i ng)

0 Human-to- human nmessagi ng where | ocal policy requires
aut henti cation and/or | ogging

MBRP Connection Establishment for Media Anchoring (MSRP- CEMA)

[ RFC6714] is outside of the scope of this document, as this docunent
is intended to describe connecting to a WebSocket server that is an
VBRP rel ay.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2.

1

Definitions

MSRP WebSocket Client: An MSRP entity capable of opening outbound
connections to MSRP rel ays that are WebSocket servers and
conmuni cati ng using the WbSocket MSRP subprotocol as defined
by this docurent.

MBRP WebSocket Server: An MSRP entity (specifically an MSRP rel ay
[ RFC4976]) capable of listening for inbound connections from
WebSocket clients and conmuni cating using the WebSocket MSRP
subprotocol as defined by this docunent.

WebSocket Protocol Overview

The WebSocket protocol [RFC6455] is a transport |ayer on top of TCP
(optionally secured with TLS [ RFC5246]) in which both the client and
server exchange nessage units in both directions. The protoco
defines a connection handshake, WbSocket subprotocol and extensions
negotiation, a frane format for sending application and control data,
a maski ng mechani sm and status codes for indicating disconnection
causes.

The WebSocket connection handshake is based on HTTP [ RFC7230] and
utilizes the HITP GET nethod with an "Upgrade" request. This is sent
by the client and then answered by the server (if the negotiation
succeeded) with an HTTP 101 status code. Once the handshake is

conpl eted, the connection upgrades fromHTTP to the WebSocket
protocol. This handshake procedure is designed to reuse the existing
HTTP infrastructure. During the connection handshake, client and
server agree on the application protocol to use on top of the
WebSocket transport. Such application protocol (also known as a
"WebSocket subprotocol”) defines the format and semantics of the
nmessages exchanged by the endpoints. This could be a custom protoco
or a standardi zed one (such as the WbSocket MSRP subprotocol defined
in this document). Once the HITP 101 response is processed, both
client and server reuse the underlying TCP connection for sending
WebSocket messages and control franes to each other. Unlike plain
HTTP, this connection is persistent and can be used for multiple
nmessage exchanges.

WebSocket defines nessage units to be used by applications for the
exchange of data, so it provides a nessage boundary-preserving
transport layer. These nessage units can contain either UTF-8 text
or binary data and can be split into multiple WbSocket text/binary
transport franes as needed by the WbSocket stack
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The WebSocket APl [W5-API] for web browsers only defines callbacks to
be i nvoked upon recei pt of an entire nmessage unit regardl ess of

whet her it was received in a single WbSocket frame or split across
mul tiple frames.

4. The WebSocket MSRP Subprotoco

The term WebSocket subprotocol refers to an application-I|eve
protocol |ayered on top of a WebSocket connection. This docunent
speci fies the WbSocket MSRP subprotocol for carrying MSRP requests
and responses through a WebSocket connection

4.1. Handshake

The MSRP WebSocket Cient and MSRP WebSocket Server negoti ate usage
of the WebSocket MSRP subprotocol during the WbSocket handshake
procedure as defined in Section 1.3 of [RFC6455]. The Cient MJST

i nclude the value "nerp" in the Sec-WbSocket-Protocol header inits
handshake request. The 101 reply fromthe Server MJST contain "msrp"
inits correspondi ng Sec-WbSocket - Prot ocol header

Bel ow i s an exanpl e of a WebSocket handshake in which the dient
requests the WebSocket MSRP subprotocol support fromthe Server:

GET / HTTP/ 1.1

Host: a. exanpl e.com

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Key: dGhl | HNnbXBsZSBub25j zQ==
Oigin: http://ww. exanpl e. com

Sec- WbSocket - Prot ocol : msrp

Sec- WebSocket - Ver si on: 13

The handshake response fromthe Server accepting the WebSocket MSRP
subprot ocol woul d | ook as follows:

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Accept : s3pPLMBI Txa@@kY&zhZRbK+x Qo=
Sec- WebSocket - Prot ocol : msrp

Once the negotiation has been conpl eted, the WbSocket connection is
establ i shed and can be used for the transport of MSRP requests and
responses. The WebSocket nessages transmitted over this connection
MUST conformto the negoti ated WebSocket subprotocol
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4.2. NMBRP Encodi ng

WebSocket messages can be transported in either UTF-8 text frames or
bi nary franmes. MSRP [ RFC4975] allows both text and binary bodies in
MSRP requests. Therefore, MSRP WebSocket Clients and Servers MJST
accept both text and binary franes.

The WebSocket API [W5-API] does not all ow devel opers to choose
whet her to send UTF-8 text or binary franes but will not send
non- UTF-8 characters in a text frane. The content of text frames
MJST be interpreted as binary by WbSocket Cients and Servers.

5. MBRP WebSocket Transport
5.1. Cenera

WebSocket clients cannot receive WebSocket connections initiated by
ot her WebSocket clients or WbSocket servers. This means that it is
chall enging for an MSRP client to conmunicate directly with other
MSRP clients. Therefore, all MSRP-over-WbSocket nessages MJUST be
routed via an MSRP WebSocket Server. MSRP traffic transported over
WebSocket s MUST be protected by using a Secure WebSocket (WES)
connection (using TLS [ RFC5246] over TCP).

VMBSRP WebSocket Servers can be used to route MSRP nessages between
MBRP WebSocket Cients and between MSRP WebSocket Clients and
"normal " MBRP clients and rel ays.

Each MSRP chunk MJST be carried within a single WbSocket message,
and a WebSocket nessage MJUST NOT contain nore than one MSRP chunk

This sinmplifies parsing of MSRP nessages for both clients and
servers. Wen | arge nessages are sent by a non-\WbSocket peer, MSRP
chunking (as defined in Section 5.1 of [RFC4975]) MJST be used by the
WebSocket MSRP Servers to split the nmessage into several snaller MSRP
chunks.

5.2. Updates to RFC 4975
5.2.1. MSRP URI Transport Paraneter
Thi s docunent defines the value "ws" as the transport paraneter val ue

for an MSRP URI [ RFC3986] to be contacted using the MSRP WbSocket
subprotocol as transport.
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The updated ABNF [ RFC5234] for this paraneter is the followi ng (the
original BNF for this paraneter can be found in [ RFC4975]):

transport = "tcp" / "ws" / 1* ALPHANUM

5.2.2. SDP Transport Protoco

Thi s docunent does not define a new Session Description Protoco

(SDP) transport protocol for MSRP over WebSockets. As all MSRP-over-
WebSocket messages MUST be routed via an MSRP WebSocket Server, the
MSRP WebSocket Cient MJUST specify "TCP/ TLS/ MSRP' protocols in the
SDP mline -- that being the protocol used by non-WbSocket clients
and between MSRP rel ays (see Section 8.1 of [RFC4975]).

The "ws" transport paranmeter will appear in the endpoint URl in the
SDP "path" attribute (see Section 8.2 of [RFC4975]). MSRP was
designed with the possibility of new transport bindings in mnd (see
Section 6 of [RFC4975]), so MSRP inplenentations are expected to
al | ow unrecogni zed transports, provided that they do not have to
establish a direct connection to the resource described by the UR

5.3. Updates to RFC 4976
5.3.1. AUTH Request Authentication

The MSRP rel ay specification [ RFC4976] states that AUTH requests MJST
be authenticated. This docunent nodifies this requirenent to state
that all connections between MSRP clients and rel ays MJUST be
authenticated. |In the case of the MSRP WebSocket Clients, there are
three possi bl e authentication nmechani sns:

1. HTTP Digest authentication in AUTH (as per [ RFC4976]).

2. Cooki e-based or HITP Di gest authentication in the WbSocket
Handshake (see Section 7).

3. Mitual TLS between the WebSocket -based MSRP client and the
WebSocket server.

The AUTH request is a required event when authentication occurs at
the WebSocket connection |evel since the "Use-Path:" header required
to create the SDP offer is included in the 200 OK response to the
AUTH r equest.
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6.

Connecti on Keepalive

It is RECOWENDED t hat MSRP WebSocket Cients and Servers keep their
WebSocket connecti ons open by sending periodic WebSocket "Ping"
franmes as described in Section 5.5.2 of [RFC6455].

The WebSocket APl [W5-API] does not provide a nmechani sm for
applications running in a web browser to control whether or not

peri odi c WbSocket "Ping" frames are sent to the server. The

i mpl enent ati on of such a keepalive feature is the decision of each
web browser manufacturer and nmay al so depend on the configuration of
the web browser.

A future WebSocket protocol extension providing a simlar keepalive
mechani sm coul d al so be used.

VWhen MSRP WebSocket Clients or Servers cannot use WbSocket "Ping"
franes to keep connections open, an MSRP inpl enentati on MAY use
bodi | ess SEND requests as described in Section 7.1 of [RFC4975].
MSRP WebSocket Cients or Servers MJST be prepared to receive
bodi | ess SEND requests.

Aut henti cati on

Prior to sending MSRP requests, an MSRP WebSocket Client connects to
an MSRP WebSocket Server and perfornms the connection handshake. As

described in Section 3, the handshake procedure involves a HITP GET

met hod request fromthe Client and a response fromthe Server

i ncluding an HITP 101 status code.

In order to authorize the WebSocket connection, the MSRP WebSocket
Server MAY inspect any HTTP headers present (for exanple, Cookie

[ RFC6265], Host [RFC7230], or Oigin [RFC6454]) in the HITP GET
request. For many web applications, the value of such a Cookie is
provi ded by the web server once the user has authenticated thensel ves
to the web server, which could be done by nmany existing nmechani sns.
As an alternative nethod, the MSRP WebSocket Server coul d request
HTTP aut hentication by replying to the Cient’'s GET nethod request
with a HTTP 401 status code. The WbSocket protocol [RFC6455] covers
this usage in Section 4.1 and is paraphrased as foll ows:

If the status code received fromthe server is not 101, the
WebSocket client stack handl es the response per HITP [ RFC7230]
procedures; in particular, the client mght perform authentication
if it receives a 401 status code.
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8.

8.

8.

If the HTTP CGET request contains an Origin header, the MSRP WbSocket
Server SHOULD indicate Cross-Origin Resource Sharing [ CORS] by adding
an Access-Control -Allow Oigin header to the 101 response.

Regardl ess of whether the MSRP WebSocket Server requires
aut hentication during the WebSocket handshake, authentication MAY be
requested at the MSRP protocol |evel by an MSRP Server chall enging
AUTH requests using a 401 response. Therefore, an MSRP WebSocket
Client SHOULD support HTTP Di gest [RFC7235] authentication as stated
in [ RFC4976] .

Exanpl es

Aut hent i cati on

.1. WebSocket Authentication
Alice (MBRP W5S) a. exanpl e. com

| |
| HTTP GET (WS handshake) F1 |

............................ >
| 101 Switching Protocols F2 I
S |
| AUTH F3 |

---------------------------- >|
| 200 K F4 |
| < |

Alice | oads a web page using her web browser and retrieves JavaScri pt
code i nmpl ementing the WebSocket MSRP subprotocol defined in this
docunent. The JavaScript code (an MSRP WebSocket Cient) establishes
a secure WebSocket connection with an MSRP relay (an MSRP WbSocket
Server) at a.exanple.com Upon WbSocket connection, Alice
constructs and sends an MSRP AUTH request. Since the JavaScri pt
stack in a browser has no way to deternine the |ocal address from
whi ch the WebSocket connection was nmade, this inplenentation uses a
random ".invalid" domain name for the hostpart of the From Path URl
(see Appendi x A).
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In this exanple, it is assuned that authentication is perforned at
the WebSocket | ayer (not shown), so no challenge is issued for the
MSRP AUTH nessage:

F1 HTTP GET (W5 handshake) Alice -> a.exanple.com (TLS)

GET / HTTP/ 1.1

Host: a. exanpl e.com

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Key: dGhl | HNnbXBsZSBub25j zQ==
Oigin: https://ww. exanpl e.com

Sec- WbSocket - Prot ocol : msrp

Sec- WebSocket - Ver si on: 13

F2 101 Switching Protocols a.exanple.com-> Alice (TLS)

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Accept : s3pPLMBI Txa@@kY&zhZRbK+x Qo=
Sec- WebSocket - Prot ocol : msrp

F3 AUTH Alice -> a.exanple.com (transport WS5S)

MBRP 49fi AUTH

To-Path: nsrps://alice@.exanpl e.com 443; ws

From Pat h: nsrps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; Ws
------- 49fi $

F4 200 OK a.exanple.com-> Alice (transport WES)
MSRP 49fi 200 OK
To-Path: nsrps://df7jal 231 s0d. i nval i d: 2855/ 98cj s; ws

From Pat h: nerps://alice@.exanpl e.com 443; ws
Use-Path: nsrps://a. exanpl e. com 2855/ ui 787s2f;tcp
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8.

1.

2. MSRP Aut hentication
Alice (MBRP W5S) a. exanpl e. com
| |
| HTTP GET (W5 handshake) F1 |
| 2o >|
| 101 Switching Protocols F2 |
o |
| AUTH F3 |
|- >
| 401 Unaut hori zed F4
B RREEEEEEEEEEEEEEEEEES |
| AUTH F5 |

---------------------------- >|
| 200 OK F6 |
| <o |

Thi s exanpl e uses the sanme scenario as Section 8.1.1 but with
aut hentication performed at the MSRP | ayer.

Note that MSRP does not permt line folding. A "\" in the exanples
shows a line continuation due to linmtations in line length of this
document. Neither the backslash nor the extra CRLF is included in
the actual MSRP nessage.

F1 HTTP GET (W5 handshake) Alice -> a.exanple.com (TLS)

GET / HTTP/ 1.1

Host: a.exanple.com

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Key: dGhl | HNhbXBsZSBub25j zQ==
Oigin: https://ww. exanmpl e. com

Sec- WebSocket - Protocol : msrp

Sec- WebSocket - Ver si on: 13

F2 101 Switching Protocols a.exanple.com-> Alice (TLS)

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connection: Upgrade

Sec- WbSocket - Accept : s3pPLMBi Txa@@kY&zhZRbK+xQo=
Sec- WebSocket - Prot ocol : msrp
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F3 AUTH Alice -> a.exanple.com (transport W5S)

MBRP 4rsxt9nz AUTH

To-Path: nsrps://alice@.exanpl e.com 443; ws

From Pat h: msrps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; ws
——————— 4rsxt 9nz$

F4 401 Unaut horized a.exanple.com-> Alice (transport WES)

MBRP 4rsxt9nz 401 Unaut hori zed
To-Path: nsrps://df7jal 231 s0d. i nval i d: 2855/ 98cj s; ws
From Pat h: nerps://alice@.exanpl e.com 443; ws
WAV Aut hent i cat e: Di gest real n="exanpl e. cont', \
nonce="Uvt f pVL7XnNnJ63EE244f XDt hf Li hl VHOY4+dd4A=", qop="aut h"
------- 4r sxt 9nz$

F5 AUTH Alice -> a.exanple.com (transport W5S)

MBRP qylhsows AUTH

To-Path: nsrps://alice@.exanpl e.com 443; ws

From Pat h: msrps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; ws

Aut hori zation: Digest usernane="alice", real n="exanple.cont, \
nonce="Wvt f pVL7XnNnJ63EE244f XDt hf Li hl MVHOY4+dd4A=", \
uri="nserps://alice@.exanple.com 443; ws", \
response="5011d0d58f e975e0d0cdc007ae26f 4b7", \
gop=aut h, cnonce="zi c5m 401prb", nc=00000001

——————— gylhsows$

F6 200 OK a.exanple.com-> Alice (transport WBS)

MBRP qylhsows 200 OK

To-Path: nsrps://df7jal 231 s0d. i nval i d: 2855/ 98cj s; ws
From Pat h: nerps://alice@. exanpl e.com 443; ws
Use-Path: nsrps://a.exanpl e. com 2855/ ui 787s2f;tcp
Expi res: 900

------- gylhsows$
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8.2. Exanple Session: MSRP WebSocket Client to MBRP dient

The foll owi ng subsecti ons show vari ous message exchanges occurring
during the course of an MSRP session between a WebSocket client and a
non- WebSocket client.

8.2.1. SDP Exchange

The foll owi ng exanpl e shows SDP that could be included in a SIP
nmessage to set up an MSRP session between Alice and Bob where Alice
uses a WebSocket MSRP rel ay and Bob uses a traditional MSRP client
wi t hout a rel ay.

A "\" in the exanples shows a line continuation due to limtations in
[ine length of this docunent. Neither the backslash nor the extra
CRLF is included in the actual SDP

Alice makes an offer with a path including the relay (having already
successfully authenticated with the relay):

c=IN | P4 a.exanpl e.com

menessage 1234 TCP/ TLS/ MBRP *

a=accept -types: nessage/ cpi mtext/plain text/htnl

a=pat h: nsrps://a. exanpl e. com 2855/ ui 787s2f;tcp \
nsrps://df 7j al 231 s0d. i nval i d: 2855/ 98¢j s; ws

In this offer, Alice wishes to receive MSRP nessages via the relay at
a.example.com She wants to use TLS as the transport for the NMSRP
session (beyond the relay). She can accept nessage/cpim text/plain
and text/htm nmessage bodies in SEND requests.

Bob’s answer to this offer could | ook |ike:

c=I N | P4 bob. exanpl e. com

menessage 1234 TCP/ TLS/ MBRP *

a=accept -types: nessage/ cpi mtext/plain

a=pat h: nsrps:// bob. exanpl e. com 49154/ f oo; tcp

Here, Bob wi shes to receive the MSRP nmessages at bob.exanple.com He
can accept only message/cpi mand text/plain nmessage bodies in SEND
requests and has rejected the text/htm content offered by Alice. He
does not need a relay to set up the MSRP session
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8.2.2. SEND (MSRP WebSocket Client to MSRP Cient)

Alice (MBRP W5S) a. exanpl e. com (MBRP TLYS) Bob
| | |
| SEND F1 | |
D R e e e EEEEEEEEEREEE >| |
| 200 K F2 | |
| < | |
| | SEND F3 |
| e AR R e R EEEEE >
| | 200 K F4 |
| | < |

Later in the session, Alice sends an instant nmessage to Bob. The
MSRP WebSocket Server at a.exanple.comacts as an MSRP relay, routing
the message to Bob over TLS.

Message details (A "\" in the exanples shows a |ine continuation due
tolimtations in line length of this docunent. Neither the

backsl ash nor the extra CRLF is included in the actual request or
response):

F1 SEND Alice -> a.exanple.com (transport WS5S)

MSRP 6aef SEND

To-Path: nsrps://a.exanpl e.com 2855/ ui 787s2f;tcp \
nmsr ps:// bob. exanpl e. com 49154/ f oo; tcp

From Pat h: msrps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; ws

Success- Report: no

Byt e- Range: 1-*/*

Message- 1 D. 87652

Content - Type: text/plain

H Bob, |1’m about to send you file. npeg

——————— 6aef $

F2 200 OK a.exanple.com-> Alice (transport WES)
MBRP 6aef 200 OK

To-Path: nsrps://df7jal 231 sOd. i nval i d: 2855/ 98cj s; ws

From Pat h: nsrps://a.exanpl e.com 2855/ ui 787s2f;tcp
——————— 6aef $
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F3 SEND a.exanple.com-> Bob (transport TLS)

MSRP j uh76 SEND

To-Pat h: nsrps://bob. exanpl e. com 49154/ f oo; tcp

From Path: msrps://a. exanpl e.com 2855/ ui 787s2f;tcp \
nsrps://df 7j al 231 s0d. i nval i d: 2855/ 98¢j s; ws

Success-Report: no

Byt e- Range: 1-*/*

Message- 1 D: 87652

Cont ent - Type: text/plain

H Bob, |I'’mabout to send you file. npeg

------- juh76$

F4 200 OK Bob -> a.exanpl e.com (transport TLS)
MSRP j uh76 200 OK

To-Path: nsrps://a.exanpl e.com 2855/ jui 787s2f;tcp
From Pat h: nsrps://bob. exanpl e. com 49154/ f oo; tcp
------- juh76%

8.2.3. SEND (MSRP Client to MSRP WebSocket Cient)

Bob (MBRP TLS) a. exanpl e. com (MBRP W5S) Alice
| | |
| SEND F1 | |
---------------------------- >| |
| 200 OK F2 | |
[ < | |
| | SEND F3 |
| e >
| | 200 OK F4 |
| | |

Later in the session, Bob sends an instant nessage to Alice. The
MBRP WebSocket Server at a.exanple.comacts as an MSRP rel ay, routing
the nmessage to Alice over secure WbSocket .
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Message details (A "\" in the exanples shows a |ine continuation due
tolimtations in line length of this docunent. Neither the

backsl ash nor the extra CRLF is included in the actual request or
response):

F1 SEND Bob -> a.exanple.com (transport TLS)

MBRP xght 6 SEND

To-Path: nsrps://a.exanpl e. com 2855/ ui 787s2f;tcp \
merps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; ws

From Pat h: msrps://bob. exanpl e. com 49154/ f oo; tcp

Success- Report: no

Byt e- Range: 1-*/*

Message- 1 D. 87652

Content - Type: text/plain

Thanks for the file.

F2 200 OK a.exanple.com-> Bob (transport TLS)

MBRP xght6 200 K

To-Path: nsrps://bob. exanpl e. com 49154/ f oo;tcp

From Pat h: nerps://a.exanpl e.com 2855/ ui 787s2f;tcp
------- xght 6$

F3 SEND a.exanple.com-> Alice (transport WS5S)

MSRP yh67 SEND

To-Path: nmsrps://df 7jal 231 s0d. i nval i d: 2855/ 98cj s; ws

From Path: msrps://a. exanpl e.com 2855/ ui 787s2f;tcp \
nmsr ps:// bob. exanpl e. com 49154/ f oo; tcp

Success- Report: no

Byt e- Range: 1-*/*

Message- 1 D. 87652

Content - Type: text/plain

Thanks for the file.
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F4 200 OK Alice -> a.exanple.com (transport WES)

MBRP yh67 200 K
To-Path: nmsrps://a.exanpl e.com 2855/j ui 787s2f;tcp
From Path: msrps://df 7jal 231 sOd. i nval i d: 2855/ 98cj s; ws

8.3. Exanple Session: Two MSRP WebSocket Cients

The foll owi ng subsections show vari ous nmessage exchanges occurring
during the course of an MSRP session between two WebSocket clients.

8.3.1. SDP Exchange

The foll owi ng exanpl e shows SDP that could be included in a SIP
nmessage to set up an MSRP session between Alice and Carol where both
of them are using the same WebSocket MSRP rel ay.

Alice nmakes an offer with a path including the relay (having already
successfully authenticated with the relay):

c=IN I P4 a.exanple.com

menessage 1234 TCP/ TLS/ MBRP *

a=accept -types: nessage/ cpi mtext/plain text/htnl

a=pat h: nsrps://a. exanpl e. com 2855/ ui 787s2f;tcp \
nerps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; ws

In this offer, Alice wishes to receive MSRP nessages via the relay at
a.example.com She wants to use TLS as the transport for the NMSRP
session (beyond the relay). She can accept nessage/cpim text/plain
and text/htm nessage bodies in SEND requests.

Carol’s answer to this offer could | ook |iKke:

c=IN I P4 a.exanple.com

menessage 1234 TCP/ TLS/ MBRP *

a=accept -types: nessage/ cpi mtext/plain

a=pat h: nsrps://a. exanpl e. com 2855/iwnslt;tcp \
nmerps://jk9awpl4vj 8x.invalid: 2855/ 76qwe; ws

Here, Carol also wishes to receive the MSRP nessages via
a.exanpl e.com She can accept only nessage/cpi mand text/plain
nessage bodies in SEND requests and has rejected the text/htn
content offered by Alice.
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8.3.2. SEND

Alice (MBRP W5S) a. exanpl e. com (MBRP W\5S) Caro
| | |
| SEND F1 | |
D R e e e EEEEEEEEEREEE >| |
| 200 K F2 | |
| < | |
| | SEND F3 |
N DA EEEEEEEEEEEEE >
| | 200 K F4 |
| | < |
Later in the session, Alice sends an instant message to Carol. The

MSRP WebSocket Server at a.exanple.comacts as an MSRP relay, routing
the message to Carol over secure WbSocket .

In this exanple, both Alice and Carol are using MSRP WebSocket
Clients and the sanme MSRP WbSocket Server. This nmeans that
a.exanmple.comwi |l appear twice in the To-Path in Fl1. a.exanple.com
can either handle this internally or |loop the MSRP SEND request back
toitself as if it were two separate MSRP rel ays.

Message details (A "\" in the exanples shows a |ine continuation due
tolimtations inline length of this docunent. Neither the

backsl ash nor the extra CRLF is included in the actual request or
response):

F1 SEND Alice -> a.exanple.com (transport WS5S)

MSRP kj h6 SEND

To-Path: nsrps://a.exanpl e.com 2855/ ui 787s2f;tcp \
nmerps://a. exanpl e. com 2855/iwnslt;tcp \
msrps://jk9awpl4vj 8x. i nval i d: 2855/ 76qwe; ws

From Pat h: msrps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; ws

Success- Report: no

Byt e- Range: 1-*/*

Message- 1 D. 87652

Content - Type: text/plain

Carol, | sent that file to Bob.
------- kj h6$
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8. 4.

8. 4.

Dun

F2 200 OK a.exanple.com-> Alice (transport WSS)

MBRP kj h6 200 K

To-Path: nsrps://df7jal 231 s0Od. i nval i d: 2855/ 98cj s; ws
From Pat h: merps://a.exanpl e. com 2855/ j ui 787s2f;tcp
——————— kj h6$

F3 SEND a.exanple.com-> Carol (transport WS5S)
MBRP re58 SEND

To-Path: nsrps://jk9awpldvj 8x.invalid: 2855/ 76qwe; ws
From Pat h: nsrps://a.exanpl e.com 2855/iwnslt;tcp \

nerps://a. exanpl e. com 2855/ ui 787s2f;tcp \

nmerps://df 7j al 231 sOd. i nval i d/ 98cj s; ws
Success- Report: no
Byt e- Range: 1-*/*
Message-1 D: 87652
Content - Type: text/plain

Carol, | sent that file to Bob.
------- re58$
F4 200 OK Carol -> a.exanple.com (transport WES)

MBRP re58 200 K
To-Path: nsrps://a.exanpl e.com 2855/iwnslt;tcp

From Pat h: msrps://jk9awpl4vj 8x. i nval i d: 2855/ 76qwe; ws

——————— re58%

Rel ay

Sept ember 2016

Exanpl e Session: MSRP WebSocket Client to MSRP Cient Using a

The foll owi ng subsections show vari ous nmessage exchanges occurring
during the course of an MSRP session between a WebSocket client and a
non- WebSocket client, where the latter is also using an MSRP rel ay.

1. SDP Exchange

The foll owi ng exanpl e shows SDP that could be included in a SIP
nessage to set up an MSRP session between Alice and Bob where Alice

uses a WebSocket MSRP relay and Bob uses a traditiona

with a separate rel ay.
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8.

4.

Alice nmakes an offer with a path including the relay (having already
successfully authenticated with the relay):

c=IN I P4 a.exanple.com

menessage 1234 TCP/ TLS/ MBRP *

a=accept -types: nessage/ cpi mtext/plain text/htnl

a=pat h: nsrps://a. exanpl e. com 2855/ ui 787s2f;tcp \
nerps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; ws

In this offer, Alice wishes to receive MSRP nessages via the relay at
a.example.com She wants to use TLS as the transport for the NMSRP
session (beyond the relay). She can accept nessage/cpim text/plain
and text/htm nessage bodies in SEND requests.

Bob’s answer to this offer could | ook |ike:

c=I N I P4 bob. exanpl e. com

menessage 1234 TCP/ TLS/ MBRP *

a=accept -types: nessage/ cpi mtext/plain

a=pat h: nsrps://rel ay. exanpl e. net: 2855/ kwvi n5f ; tcp \
nmsr ps:// bob. exanpl e. com 49154/ f oo; tcp

Here, Bob wi shes to receive the MSRP nessages via the relay at

rel ay. exanpl e.net. He can accept only nessage/cpimand text/plain
nessage bodies in SEND requests and has rejected the text/htn
content offered by Alice.

2. SEND

Alice (MSRP W5S) a.exanple.com (MSRP) rel ay. exanpl e. net (MSRP) Bob
| |

|

| SEND F1 | | |
--------------------- >| | |
| 200 OK F2 | | |
| <---mmmmmme e | | |
| | SEND F3 | |
R SRR EETEEEPEPEREE >] |
| | 200 OK F4 | |
| | <--mmmmmmm e |
| | | SEND F5 |
| | | ---mmmme - >|
| | | 200 OK F6 |
| | | e |

Later in the session, Alice sends an instant nmessage to Bob. The
MBRP WebSocket Server at a.exanple.comacts as an MSRP rel ay, routing
the message to Bob via his relay, relay.exanple.net.
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Message details (A "\" in the exanples shows a |ine continuation due
tolimtations in line length of this docunent. Neither the

backsl ash nor the extra CRLF is included in the actual request or
response):

F1 SEND Alice -> a.exanple.com (transport W5S)

MSRP Ycwt SEND

To-Path: nsrps://a.exanpl e. com 2855/ ui 787s2f;tcp \
nmerps://rel ay. exanpl e. net: 2855/ kwi n5f;tcp \
nmsr ps:// bob. exanpl e. com 49154/ f oo; tcp

From Pat h: nsrps://df 7j al 231 s0d. i nval i d: 2855/ 98cj s; Ws

Success-Report: no

Byt e- Range: 1-*/*

Message- 1 D: 87652

Cont ent - Type: text/plain

Bob, that was the wong file - don’'t watch it!
——————— Yew $

F2 200 OK a.exanple.com-> Alice (transport WES)

MBRP Ycwt 200 K

To-Path: nsrps://df7jal 231 s0d. i nval i d: 2855/ 98cj s; ws
From Pat h: mnerps://a.exanpl e.com 2855/ j ui 787s2f;tcp
------- Yewt $

F3 SEND a.exanple.com-> rel ay. exanpl e. net (transport TLS)

MSRP 13GA SEND

To-Path: nsrps://rel ay. exanpl e. net: 2855/ kwi n5f ;tcp \
nmsr ps:// bob. exanpl e. com 49154/ f oo; tcp

From Pat h: msrps://a. exanmpl e. com 2855/ j ui 787s2f;tcp \

nsrps://df 7j al 231 sOd. i nval i d/ 98cj s; ws

Success-Report: no

Byt e- Range: 1-*/*

Message- 1 D: 87652

Cont ent - Type: text/plain

Bob, that was the wong file - don't watch it!
------- 13GA$
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F4 200 OK rel ay. exanpl e.net -> a.exanple.com (transport TLS)

MBRP 13GA 200 K

To-Path: nsrps://a.exanpl e.com 2855/iwnslt;tcp

From Pat h: msrps://rel ay. exanpl e. net: 2855/ kwi n5f ; tcp
——————— 13GAS

F5 SEND rel ay. exanpl e. net -> bob. exanpl e. com (transport TLS)

MSRP kXeg SEND

To-Path: nsrps://bob. exanpl e. com 49154/ f oo;tcp

From Pat h: nerps://relay. exanpl e. net: 2855/ kwvi n5f;tcp \
nerps://a. exanpl e. com 2855/ ui 787s2f;tcp \
nmerps://df 7j al 231 sOd. i nval i d/ 98cj s; ws

Success- Report: no

Byt e- Range: 1-*/*

Message-1 D: 87652

Content - Type: text/plain

Bob, that was the wong file - don’'t watch it!

------- kXeg$

F6 200 OK bob. exanpl e. com -> rel ay. exanpl e. net (transport TLS)
MSRP kXeg 200 K

To-Path: nsrps://rel ay. exanpl e. net: 2855/ kwwi n5f; tcp

From Pat h: msrps://bob. exanpl e. com 49154/ f oo; tcp
——————— kXeg$
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9.

10.

Security Considerations

MBRP traffic transported over WebSockets MUST be protected by using a
secure WebSocket connection (using TLS [ RFC5246] over TCP).

When establishing a connection using MSRP over secure WebSockets, the
client MUST authenticate the server using the server’'s certificate
according to the WebSocket validation procedure in [ RFC6455].

Any security considerations specific to the WbSocket protocol are
detailed in the rel evant specification [RFC6455] and are consi dered
out side the scope of this docunent. The certificate nanme matching
(described by [ RFC6455]) and cryptosuite selection will be handl ed by
the browser, and the browser’s procedures will supersede those
specified in [ RFC4975] .

Since the TLS session is always termnated at the MSRP WebSocket
Server and the WebSocket server can see the plain text, the MSRP
client (browser) SHOULD NOT indicate end-to-end security to user

TLS, as used in this docunent, should follow the best current
practices defined in [ RFC7525].

| ANA Consi derati ons
Per this specification, |ANA has registered the WbSocket MSRP
subprotocol in the "WbSocket Subprotocol Name Registry" with the
fol |l owi ng dat a:

Subprotocol Identifier: nsrp

Subprot ocol Commobn Nanme: WebSocket Transport for MSRP (Message
Sessi on Rel ay Protocol)

Subprotocol Definition: RFC 7977

Ref erence: RFC 7977
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Appendi x A. I nplenentation Guidelines: MSRP WbSocket Cdient
Consi der ati ons

The JavaScript stack in web browsers does not have the ability to

di scover the |l ocal transport address used for originating WbSocket
connections. Therefore, the MSRP WbSocket Client constructs a
donmai n nane consisting of a randomtoken followed by the ".invalid"
top-1evel domain nane, as stated in [RFC2606], and uses it within its
From Pat h headers.

The From Path URI provided by MSRP clients that use an MSRP relay is
not used for routing MSRP nessages, thus, it is safe to set a random
donmain in the hostpart of the FromPath UR
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