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Abst r act

Thi s docunent states clearly that when a DNS resol ver receives a
response with a response code of NXDOMAIN, it means that the domain
nanme which is thus denied AND ALL THE NAMES UNDER I T do not exist.

Thi s docunent clarifies RFC 1034 and nodifies a portion of RFC 2308:
it updates both of them
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1. Introduction and Background

The DNS protocol [RFC1035] defines response code 3 as "Nanme Error",
or "NXDOMAI N' [ RFC2308], which nmeans that the queried domai n nane
does not exist in the DNS. Since donain nanes are represented as a
tree of labels ([ RFC1034], Section 3.1), nonexistence of a node

i mpl i es nonexi stence of the entire subtree rooted at this node.

The DNS iterative resolution algorithmprecisely interprets the
NXDOVAI N signal in this manner. |f it encounters an NXDOVAI N
response code froman authoritative server, it imediately stops
iteration and returns the NXDOVAI N response to the querier.

However, in nost known existing resolvers today, a cached

nonexi stence for a domain is not considered "proof" that there can be
no child domai ns underneath. This is due to an anbiguity in

[ RFC1034] that failed to distinguish Empty Non-Term nal (ENT) nanes
([RFC7719]) from nonexi stent nanes (Section 3.1). The distinction
became especially inmportant for the devel opment of DNSSEC, which
provi des proof of nonexistence. [RFC4035], Section 3.1.3.2,

descri bes how security-aware authoritative name servers nmake the

di stinction, but no existing RFCs describe the behavior for recursive
nanme servers.
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Thi s docunent specifies that an NXDOMAI N response for a domai n nane
nmeans that no child domai ns underneath the queried nanme exist either
furthernmore, it neans that DNS resol vers should interpret cached
nonexi stence in this manner. Since the domain nanes are organized in
atree, it is a sinple consequence of the tree structure:

nonexi stence of a node inplies nonexi stence of the entire subtree
rooted at this node.

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

"ONAME": defined in [ RFC1034] and in [RFCL035], Section 4.1.2, but,
because [ RFC2308] provides a different definition, we repeat the
original one here: the QNAME is the domain nanme in the question
section.

"Deni ed nane": the dommi n nane whose exi stence has been denied by a
response RCODE of NXDOVAIN. In nmpost cases, it is the QNAME but,
because of [RFC6604], it is not always the case.

Q her terns are defined in [ RFC1034], [RFC1035], and (li ke NXDOVAI N
itself) in the nore recent [RFC7719].

The donmai n nanme space is conceptually defined in terms of a tree
structure. The inplenmentation of a DNS resol ver/cache MAY use a tree
or other data structures. The cache being a subset of the data in
the domain nane space, it is nuch easier to reason about it in terns
of that tree structure and to describe things in those ternms (nanes
under/ above, descendant nanes, subtrees, etc.). In fact, the DNS

al gorithm description in [ RFC1034] even states an assunption that the
cache is a tree structure, so the precedent is already well
established: see its Section 4.3.2, which says "The foll ow ng

al gorithm assunmes that the RRs are organized in several tree
structures, one for each zone, and another for the cache..." So, in
this docunment, each tinme we talk about a tree or tree operations,
we're referring to the nodel, not to the actual inplenmentation

2. Rules

When an iterative caching DNS resol ver receives an NXDOVAI N response,
it SHOULD store it in its cache and then all nanmes and resource
record sets (RRsets) at or bel ow that node SHOULD be consi dered
unreachabl e. Subsequent queries for such nanes SHOULD elicit an
NXDOMAI N r esponse.

Bort zneyer & Huque St andards Track [ Page 3]



RFC 8020 NXDOVAI N Cut Novenber 2016

But, if a resolver has cached data under the NXDOMAIN cut, it MAY
continue to send it as a reply (until the TTL of this cached data
expires), since this may avoid additional processing when a query is
received. Section 6 provides nore information about this.

Anot her exception is that a validating resolver MAY decide to

i mpl enent the "NXDOMAI N cut" behavior (described in the first

par agraph of this section) only when the NXDOMAI N response has been
validated with DNSSEC. See Section 7 for the rationale.

The fact that a subtree does not exist is not forever: [RFC2308],
Section 3, already describes the anount of time that an NXDOVAI N
response may be cached (the "negative TTL").

If the NXDOMAIN response due to a cached nonexistence is froma
DNSSEC- si gned zone, then it will have acconpanyi ng NSEC or NSEC3
records that authenticate the nonexistence of the nane. For a
descendant nanme of the original NXDOVAI N nane, the same set of NSEC
or NSEC3 records proves the nonexistence of the descendant nane. The
iterative, caching resolver MJST return these NSEC or NSEC3 records
in the response to the triggering query if the query had the DNSSEC
XK (DO bit set.

warning: if there is a chain of CNAME (or DNAME), the nane that does
not exist is the last of the chain ([ RFC6604]) and not the QNAME
The NXDOVAI N stored in the cache is for the denied nane, not always
for the QNAME.

As an exampl e of the consequence of these rules, consider two
successive queries to a resolver with a nonexisting domain
"foo.exanple’: the first is for 'foo.exanple (which results in an
NXDOVAI N) and the second for 'bar.foo.exanple (which also results in
an NXDOVAIN). Many resolvers today will forward both queries.
However, following the rules in this docunent ("NXDOVAIN cut"), a
resol ver woul d cache the first NXDOVAIN response, as a sign of

nonexi stence, and then imrediately return an NXDOVAI N response for
the second query, without transmitting it to an authoritative server.

If the first request is for ’'bar.foo.exanple and the second for
"baz.foo.exanple’, then the first NXDOVAI N response won't tell

anyt hi ng about ’baz.foo.exanple’ ; therefore, the second query will be
transmtted as it was before the use of "NXDOVAIN cut" optimn zation
(see Appendi x A).
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3. Updates to RFCs
3.1. Updates to RFC 1034

Thi s docunent clarifies possible anbiguities in [ RFC1034] that did
not clearly distinguish Enmpty Non-Term nal (ENT) names ([RFC7719])
from nonexi stent nanes, and it refers to subsequent docunments that

do. ENTs are nodes in the DNS that do not have resource record sets
associ ated with them but have descendant nodes that do. The correct
response to ENTs is NODATA (i.e., a response code of NOERROR and an
enpty answer section). Additional clarifying | anguage on these
points is provided in Section 7.16 of [RFC2136] and in Sections 2.2.2
and 2.2.3 of [RFC4592].

3.2. Updates to RFC 2308
The second paragraph of Section 5 in [RFC2308] states the foll ow ng:
A negative answer that resulted froma nane error (NXDOVAI N)
shoul d be cached such that it can be retrieved and returned in
response to another query for the sane <QNAME, QCLASS> t hat

resulted in the cached negative response.

Thi

s docunent revises that paragraph to the follow ng:

A negative answer that resulted froma nanme error (NXDOVAI N)
shoul d be cached such that it can be retrieved and returned in
response to another query for the same <QNAME, QCLASS> t hat
resulted in the cached negative response, or where the QNAME is a
descendant of the original QONAME and the QCLASS is the sane.

Section 2 above el aborates on the revised rule and specifies when it
may be reasonable to relax or ignore it.

4. Benefits

The main benefit is a better efficiency of the caches. 1In the
exanpl e above, the resolver sends only one query instead of two, the
second one being answered fromthe cache. This will benefit the
entire DNS ecosystem since the authoritative nane servers will have

| ess unnecessary traffic to process.

The correct behavior (in [RFCL034] and nmade clearer in this docunent)
is especially useful when conbined with QNAME mi nim zati on [ RFC7816]
since it will allow a resolver to stop searching as soon as an
NXDOMAI N i s encount er ed.
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"NXDOMAI N cut” nay also help mtigate certain types of random QNAVE
attacks [joost-dnsterror] and [ bal akri chenan-dafa888], where there is
a fixed suffix that does not exist. |In these attacks against the

aut horitative name server, queries are sent to resolvers for a QNAME
conposed of a fixed suffix ("dafa888.wf" in one of the articles
above), which is typically nonexistent, and a random prefi x,

different for each request. A resolver receiving these requests has
to forward themto the authoritative servers. Wth "NXDOVAIN cut", a
system adni ni strator would just have to send to the resolver a query
for the fixed suffix, the resolver would get a NXDOVAI N and then
woul d stop forwarding the queries. (It would be better if the SOA
record in the NXDOVAIN response were sufficient to find the

nonexi sting donmain, but this is not the case, see Appendix A)

5. Possible |Issues

Let’s assune that the Top-Level Domain (TLD) exanple exists, but

f oobar. exanple is not del egated (so the exanple’'s nane servers wl|
reply NXDOVAIN for a query about anything.foobar.exanple). A system
admi ni strator decides to nane the internal machines of his

organi zati on under office.foobar.exanple and uses a trick of his
resol ver to forward requests about this zone to his loca
authoritative name servers. "NXDOVAIN cut" would create probl ens
here; depending on the order of requests to the resolver, it may have
cached t he nonexi stence from exanpl e and therefore "del et ed"
everything under it. This docunent assumes that such a setup is rare
and does not need to be supported.

Today, another possible issue exists; we see authoritative nane
servers that reply to ENT ([ RFC7719], Section 6) w th NXDOVAI N
i nstead of the nornal NODATA ([ RFC7719], Section 3).

Such nane servers are definitely wong and have al ways been. Their
behavi our is inconpatible with DNSSEC. G ven the advantages of
"NXDOVAI N cut”, there is little reason to support this behavior.

6. I nplenentation Considerations

This section is non-normative and is conposed only of various things
that may be useful for inplementors. A recursive resolver my

i mpl enent its cache in many ways. The nobst obvious one is a tree
data structure, because it fits the data nodel of domain nanmes. But,
in practice, other inplenmentations are possible, as well as various
optim zations (such as a tree, augnmented by an i ndex of some comon
domai n nanes).
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8.

8.

If a resolver inplenents its cache as a tree (w thout any

optim zation), one way to followthe rules in Section 2 is as

foll ows: when receiving the NXDOVAIN, prune the subtree of positive
cache entries at that node or delete all individual cache entries for
nanes bel ow that node. Then, when searching downward in its cache,
this iterative caching DNS resolver will stop searching if it
encounters a cached nonexi st ence.

Sone resolvers nmay have a cache that is NOT organized as a tree (but,
for instance, as a dictionary); therefore, they have a reason to
ignore the rules of Section 2. So these rules use SHOULD and not
MUST.

Security Considerations

The techni que described in this document may hel p agai nst a deni al -
of -service attack naned "random gnanes"” described in Section 4.

If a resolver does not validate the answers with DNSSEC, or if the
zone is not signed, the resolver can of course be poisoned with a
fal se NXDOVAI N, thus, "deleting" a part of the domain name tree.
Thi s deni al -of -service attack is already possible without the rules
of this docunent (but "NXDOVAIN cut” may increase its effects). The
only solution is to use DNSSEC.
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Appendi x A. Wiy can’'t we just use the owner nane of the returned SQA?

In this docunent, we deduce the nonexistence of a donmain only for
NXDOVAI N answers where the denied nane was the exact domain. |If a
resol ver sends a query to the name servers of the TLD exanpl e, asking
for the mail exchange (MX) record for www. foobar. exanple, and
subsequently receives a NXDOMAIN, it can only register the fact that
wwv. f oobar . exanpl e (and everyt hi ng underneath) does not exist. This
is true regardl ess of whether or not the acconpanying SOA record is
for the domain exanple only. One cannot infer that foobar.exanmple is
nonexi stent. The acconpanying SOA record indicates the apex of the
zone, not the closest existing domamin nane. So, using the owner nane
of the SOA record in the authority section to deduce "NXDOVAI N cuts"
is currently definitely not OK

Deduci ng t he nonexi stence of a node fromthe SOA in the NXDOVAI N
reply may certainly help with random gnames attacks, but this is out-
of -scope for this docunent. It would require addressing the problens
nentioned in the first paragraph of this section. A possible
solution is, when receiving a NXDOVAIN with a SOA that is nore than
one label up in the tree, to send requests for the domains that are
bet ween t he ONAME and the owner nane of the SOA. (A resolver that
does DNSSEC validation or QNAME nminimzation will need to do it
anyway. )

Appendi x B. Rel ated Approaches

The docurment [ NSEC] descri bes another way to address sone of the same
concerns (decreasing the traffic for nonexisting domai n nanes).

Unli ke "NXDOVAIN cut", it requires DNSSEC, but it is nore powerful
since it can synthesi ze NXDOMAI Ns for donmains that were not queried.
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