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1. Introduction

The One-Way Active Measurenent Protocol (OMM) [ RFC4656] defines
that only the NTP format [ RFC5905] of a tinestanp can be used in the
OMMP- Test protocol. The Two-Way Active Measurement Protocol (TWAMP)
[ RFC5357] adopted the OMMP- Test packet format and extended it by
adding a format for a reflected test packet. Both the sender’s and
reflector’s packets tinestanps are expected to follow the 64-bit-1ong
NTP format [RFC5905]. NTP, when used over the Internet, typically
achi eves clock accuracy within 5 ns to 100 ms. Surveys conducted
recently suggest that 90% of devices achi eve accuracy better than 100
ms and 99% of devices achi eve accuracy better than 1 sec. It should
be noted that NTP synchroni zes cl ocks on the control plane, not on
data plane. Distribution of clock within a node nmay be supported by
an i ndependent NTP domain or via interprocess comruni cation in a

mul ti processor distributed system Any of the nentioned sol utions
wi Il be subject to additional queuing delays that negatively affect
dat a- pl ane cl ock accuracy.

The Precision Tinme Protocol (PTP) [I|EEE. 1588] has gai ned w de support
since the devel opnent of OMMP and TWAMP. PTP, using on-path support
and ot her mechani snms, all ows sub-nicrosecond cl ock accuracy. PTP is
now supported in multiple inmplenentations of fast-forwarding engi nes;
thus, accuracy achieved by PTP is the accuracy of the clock in the
data plane. Having an option to use a nore accurate clock as a
source of timestanps for | P performance neasurenents is one of the
advant ages of this specification. Another advantage is realized by
sinmplification of hardware in the data plane. To support OMMP or
TWAMP, test protocol timestanps nust be converted from PTP to NTP
That requires resources, use of mcrocode or additional processing

el ements, that are always limted. To address this, this docunent
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proposes optional extensions to Control and Test protocols to support
use of the | EEE 1588v2 tinmestanp fornat as an optional alternative to
the NTP tinmestanmp fornat.

One of the goals of this specification is not only to all ow endpoints
of a test session to use a tinestanp format other than NTP, but to
support backwards conpatibility with nodes that do not yet support
thi s extension.

1.1. Conventions Used in This Docunent
1.1.1. Term nol ogy

NTP: Network Tine Protoco

PTP: Precision Time Protocol

TWAMP: Two-\Way Active Measurenment Protoco

OMMP: One-Way Active Measurenent Protoco
1.1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here.

2. OMM and TWAMP Ext ensi ons

OMMP connection establishment follows the procedure defined in
Section 3.1 of [RFC4656] and additional steps in TWAMP described in
Section 3.1 of [RFC5357]. |In these procedures, the Mdes field has
been used to identify and sel ect specific conmunication capabilities.
At the sanme time, the Mddes field has been recogni zed and used as an
ext ensi on nechani sm [ RFC6038]. The new feature requires one bit
position for the Server and Control-Cient to negotiate which
timestanp format can be used in sone or all test sessions invoked
with this control connection. The endpoint of the test session,
Sessi on- Sender and Sessi on-Recei ver (for OMM) or Session-Refl ector
(for TWAMP), that supports this extension MJST be capabl e of
interpreting the NTP and PTPv2 tinestanp formats. |[|f the endpoint
does not support this extension, then the value of the PTPv2

Ti mestanmp flag MJUST be O because it is in Mist Be Zero field. |If the
val ue of the PTPv2 Tinestanp flag is 0, then the advertising node can
use and interpret only the NIP tinmestanp format. |nplenentations of
OMMP and/ or TWAMP NMAY provide a configuration knob to bypass the
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timestanp format negotiati on process and use the locally configured
val ues i nstead.

Use of PTPv2 Tinestanp flags is discussed in the follow ng
subsections. For details on the assigned values and bit positions,
see the Section 3.

2.1. Tinmestanp Format Negotiation in OMM Connection Setup

In OMMP- Test [ RFC4656], the Session-Receiver and/or Fetch-dient
interpret collected tinmestanps. Thus, the Server uses the Mdes
field tinestanp format to indicate which formats the Sessi on- Recei ver
is capable of interpreting. The Control-dient inspects val ues set
by the Server for tinestanp fornmats and sets values in the Mdes
field of the Set-Up-Response nessage according to the tinestanp
formats the Session-Sender can use. The rules for setting tinestanp
flags in the Mbdes field in Server Geeting and Set - Up- Response
nessages and interpreting themare as foll ows:

o |If the Session-Receiver supports this extension, then the Server
that establishes test sessions on its behalf MJST set the PTPv2
Timestanmp flag to 1 in the Server Greeting nessage per the
requirement listed in Section 2. Qherw se, the PTPv2 Ti nestanp
flag will be set to 0 to indicate that the Session-Receiver
interprets only the NTP fornmat.

o If the Control-Client receives a greeting nmessage with the PTPv2
Timestanmp flag set to 0, then the Session-Sender MJST use the NTP
format for the timestanp in the test session, and the Control -
Client SHOULD set the PTPv2 Tinestanp flag to O in accordance with
[ RFC4656]. |If the Session-Sender cannot use NTP tinestanps, then
the Control -Cient SHOULD cl ose the TCP connection associated with
the OMMP-Control session.

o If the Control-Client receives a greeting nmessage with the PTPv2
Tinmestanp flag set to 1 and the Sessi on-Sender can set the
timestanp in PTPv2 format, then the Control-Cient MJST set the
PTPv2 Tinestanp flag to 1 in the Mddes field in the Set- Up-
Response nmessage and t he Session-Sender MJST use PTPv2 tinestanp
f ormat .

o |If the Session-Sender doesn’t support this extension and can set
the tinmestanp in NTP fornat only, then the PTPv2 Tinestanp flag in

the Modes field in the Set-Up-Response nessage will be set to 0 as
part of the Must Be Zero field and the Session-Sender will use the
NTP format.

Mrsky & Meilik St andards Track [ Page 4]



RFC 8186 1588 Ti nmestanmp Format in TWAMP June 2017

2.

2.

I f OMMP-Control uses Fetch-Session commands, then sel ection and use
of one tinestanp fornmat or another is a local decision for both
Sessi on- Sender and Sessi on- Recei ver.

2. Timestanp Format Negotiation in TWAMP Connection Setup

In TWAMP- Test [ RFC5357], the Session-Sender interprets collected

ti mestanps. Hence, in the Mdes field, a Server advertises timestanp
formats that the Session-Reflector can use in the TWAMP- Test nessage.
The choice of the timestanp format to be used by the Session-Sender
is a local decision. The Control-Client inspects the Mdes field and
sets timestanp flag values to indicate the format that will be used
by the Session-Reflector. The rules of setting and interpreting flag
val ues are as foll ows:

o The Server MJIST set the PTPv2 Tinestanp flag value to 1 in its
greeting nessage if the Session-Reflector can set the tinestanp in
the PTPv2 format. QO herwi se, the PTPv2 Tinestanp flag MJUST be set
to O.

o |If the value of the PTPv2 Tinestanp flag in the received Server
Greeting nessage is 0, then the Session-Refl ector does not support
this extension and will use the NTP tinmestanp format. The
Control -Client SHOULD set the PTPv2 Tinestanp flag to O in the
Set - Up- Response nessage in accordance with [ RFC4656] .

0 The Control-Cient MIST set the PTPv2 Tinestanp flag value to 1 in
the Modes field in the Set-Up-Response nessage if the Server
advertised that the Session-Reflector has the ability to use the
PTPv2 format for tinmestanps. Oherw se, the flag MIST be set to
0.

o |If the value of the PTPv2 Tinestanp flag in the Set-Up-Response
nmessage is 0, then that means that the Session-Sender can only
interpret the NTP tinmestanp format. Therefore, the Session-
Refl ector MUST use the NTP timestanp format. |f the Session-
Ref | ect or does not support the NTP format, then the Server MJST
cl ose the TCP connection associated with the TWAMP-Contro
sessi on.

3. OMMP-Test and TWAMP- Test Updat es

Partici pants of a test session need to indicate which tinestanp
format is being used. Currently, the Z field in the Error Estimate
defined in Section 4.1.2 of [RFC4656] is used for this purpose.
However, this docunent extends the Error Estimate to indicate the
format of a collected tinestanp, in addition to the estimate of error
and synchronization. This specification also changes the semantics
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of the Z bit field (the field between S and Scale fields) to be
referred to as the Tinestanp format; the value MJST be set as
fol | ows:

o O - NIP 64-bit format of a tinmestanp.
o 1 - PTPv2-truncated format of a tinestanp.

As a result of this value of the Z field fromthe Error Estinate, the
Sender Error Estimate (in TWAMP) or Send Error Estinmate (in OMNM)
and Receive Error Estimate SHOULD NOT be ignored and MJST be used
when cal cul ating del ay and del ay-variation netrics based on coll ected
ti mest anps.

2.3.1. Consideration for TWAMP Li ght Mde

Thi s docunent does not specify how the Session-Sender and Sessi on-
Refl ector in TWAMP Light node are inforned of the tinestanp format to
be used. It is assuned that, for exanple, configuration could be
used to direct the Session-Sender and Session-Reflector to use the
timestanp format per their capabilities and rules listed in

Section 2.2.

3. |1 ANA Consi derations

| ANA has registered a new PTPv2 Timestanp in the "TWAMP- Mbdes"
registry [RFC5618] as foll ows:

S R, o e m e e e e e e e e e TSR o e e e e e oo - +
| Bit | Description | Semantics | Reference |
| Pos | | | |
Fomm - - Fomm e e e i i e e Fom e o e e e oo +
| 9 | PTPv2 Timestanp Capability | Section 2 | RFC 8186 (this

| | | | docunent) |
S R, o e m e e e e e e e e e TSR o e e e e e oo - +

Table 1: New Tinmestanp Capability
4. Security Considerations

Use of a particular timestanp format in a test session does not
appear to introduce any additional security threat to hosts that
conmuni cate with OMMP and/ or TWAMP as defined in [ RFC4656] and

[ RFC5357], respectively. The security considerations that apply to
any active measurenment of |ive networks are relevant here as well.
See the Security Considerations sections in [RFC4656] and [ RFC5357].
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5. Normmative

[ | EEE. 1588]

[ RFC2119]

[ RFCA656]

[ RFC5357]

[ RFC5618]

[ RFC5905]

[ RFC038]
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