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Abst r act

The I ncident Object Description Exchange Format (1 ODEF) v2 (RFC 7970)
defines a data representation that provides a framework for sharing

i nformati on about conputer security incidents commonly exchanged by
Conput er Security Incident Response Teams (CSIRTs). Since the | ODEF
nodel includes a wealth of avail able options that can be used to
describe a security incident or issue, it can be challenging for
security practitioners to develop tools that |everage | ODEF for

i nci dent sharing. This docunent provides guidelines for | ODEF

i mpl enenters. It addresses how conmon security indicators can be
represented in | ODEF and provi des use cases of how | ODEF is being
used. This docunment ains to nmake | ODEF' s adoption by vendors easier
and to encourage faster and w der adopti on of the nodel by CSIRTs
around the worl d.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8274.
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Copyri ght Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

3.

| ntroducti on

The I nci dent Object Description Exchange Format (1 ODEF) v2 [ RFC7970]
defines a data representation that provides a framework for sharing
conputer security incident information conmonly exchanged by Comnputer
Security Incident Response Teans (CSIRTs). The | ODEF data nodel
consists of nultiple classes and data types that are defined in the

| OOEF XML schemm

The | ODEF schena was designed to describe all the possible fields
needed in a security incident exchange. Thus, | CODEF contains a

pl ethora of data constructs that could nake it hard for | ODEF

i mpl enenters to decide which are inportant. Additionally, in the

| ODEF schemn, there exist nmultiple fields and classes that do not
necessarily need to be used in every possible data exchange.

Mor eover, some | ODEF cl asses are useful only in rare circumnstances.
Thi s docunent tries to address these concerns. It also presents how
conmon security indicators can be represented in IODEF, it points out
the nost inportant | ODEF cl asses for an inplenenter and descri bes
other ones that are not as inportant, and it presents some comopn
pitfalls for | CDEF inplenenters and how to address them The end
goal of this docunent is to nake | ODEF' s use by vendors easier and to
encour age wi der adoption of the nodel by CSIRTs around the world.

Section 3 discusses the recomrended cl asses and how an | ODEF

i mpl ementer should choose the classes to inplenment. Section 4
presents common consi derations a practitioner will come across and
how to address them Section 5 goes over sone conmon uses of | ODEF

Ter m nol ogy
The term nol ogy used in this docunent is defined in [ RFC7970].
| mpl ement ati on and Use Strategy

It is inmportant for | ODEF i nplenmenters to distinguish howthe | ODEF
classes will be used in incident information exchanges. It is also
i mportant to understand the nbst common | ODEF cl asses that describe
conmon security incidents or indicators. This section describes the
nost important classes and factors an | ODEF practitioner should take
into consideration before using | ODEF or designing an inplenmentation

1. Mniml | ODEF Docunent

An | CDEF docunent must include at |east an Incident class, an

xm :lang attribute that defines the supported | anguage, and the | CDEF
version attribute. An Incident nust contain a purpose attribute and
three mandatory-to-inpl enent el enments. These el enents are
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CGenerationTine class (which describes the time of the incident), an
IncidentI D class, and at | east one Contact class. The structure of
the mnimal | ODEF- Docunment class is shown in Figure 1

Fom e e e oo - + oo +
| | ODEF- Docunent | | 1ncident |
S TR + . + S +
| STRING version |<>--{1..*}--| ENUM purpose |<> -------- | IncidentlD
| ENUM xm : 1 ang | | | R LT +
| | | | | STRI NG nane
R + | | R +
| |
| | <>--------- [ Generati onTi ne]
| | R +
| | <>-{1..*}--[ Contact |
oo + oo +
| ENUM rol e |
| ENUM type
R +

Figure 1: M nimal | ODEF-Docunent d ass
The Incident|I D class nmust contain at | east a nane attri bute.

In turn, the Contact class requires the type and role attributes, but
no elements are required by the | ODEF v2 specification

Neverthel ess, at |east one of the elenments in the Contact class, such
as an Email class, should be inplemented so that the | ODEF docunent
is useful.

Section 7.1 of [RFC7970] presents a niniml | CODEF docunent with only
the mandatory classes and attributes. Inplementers can also refer to
Section 7 of [RFC7970] and Appendix B of this docunment for exanples
of docunents that are | ODEF v2

3.2. Information Represented

There is no need for a practitioner to use or inplenent |ODEF cl asses
and fields other than the m niml ones (see Section 3.1) and the ones
necessary for her use cases. The inplenenter should carefully | ook
into the schena and deci de which classes to inplenent (or not).

For exanple, if we have Distributed Denial of Service (DDoS) as a
potential use case, then the Flow class and its included informtion
are the nost inportant classes to use. The Flow class describes
information related to the attacker and victimhosts, which could
hel p automated filtering or sinkhole operations.
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Anot her potential use case is nmalware conmand and control (C2).

After nodern nmalware infects a device, it usually proceeds to connect
to one or nore C2 servers to receive instructions fromits master and
potentially exfiltrate information. To protect agai nst such
activity, it is inportant to interrupt the C2 comruni cati on by
filtering the activity. |ODEF can describe C2 activities using the
Fl ow and the Servi ceNanme cl asses.

For use cases where indicators need to be described, the
I ndicatorData class will be inplenmented instead of the EventData
cl ass.

In summary, an inplenenter should identify the use cases and find the
cl asses that are necessary to support in |IODEF v2. |nplenenting and
parsing all | ODEF classes can be cunbersone, in some occasions, and
unnecessary. Oher external schemata can also be used in I ODEF to
describe incidents or indicators. External schemata shoul d be parsed
accordingly only if the inplenenter’s | ODEF use cases require
external schema information. But even when an | ODEF i npl ementati on
cannot parse an external schema, the | ODEF report can still be

val uabl e to an incident response team The information can al so be
useful when shared further with content consumers that are able to
parse this information

| ODEF supports multiple | anguage translations of free-form M._STRI NG
text in all classes [RFC7970]. That way, text in Description

el enents can be translated to different |anguages by using a
translation identifier in the class. |Inplementers should be able to
parse iodef: M.StringType classes and extract only the information

rel evant to | anguages of interest.

3.3. | ODEF d asses

[ RFC7970] contains classes that can describe attack Methods, Events,
Incidents, Indicators, how they were di scovered, and the Assessnent
of the repercussions for the victim It is inportant for | ODEF users
to know the distinction between these classes in order to decide

whi ch ones fulfill their use cases.

An IndicatorData class depicts a threat indicator or observable that
describe a threat that resulted in an attenpted attack. For exanple,
we coul d see an attack happening (described in the IndicatorData),
but it mght have been prevented and not have resulted in an incident
or security event. On the other hand, an EventData cl ass usually
describes a security event and can be considered a report of
somet hi ng that took place.
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4.

4.

4. 2.

Cl asses |i ke Discovery, Assessnent, Method, and RecoveryTinme are used
in conjunction with EventData as they relate to the incident report
described in the EventData. The RelatedActivity class can reference
an incident, an indicator, or other related threat activity.

Wi | e deci ding what cl asses are inportant for the needed use cases,
| ODEF users should carefully eval uate the necessary classes and how
these are used in order to avoi d unnecessary work. For exanple, if
we want to only describe indicators in | ODEF, the inplenmentation of
Met hod or Assessnment night not be inportant.

| ODEF Usage Consi derati ons

| npl enenters need to consider some common, standardized options for
their | ODEF use strategy.

Ext ernal References

The |1 ODEF format includes the Reference class used for externally
defined i nformation, such as a vulnerability, Intrusion Detection
System (1 DS) alert, nalware sanple, advisory, or attack technique.
To facilitate the exchange of information, the Reference class was
extended to the enuneration reference format [RFC7495]. The
enuneration reference format specifies a neans to use externa
enuner ati on specifications (e.g., Comon Vulnerabilities and
Exposures (CVE)) that could define an enuneration format, specific
enuner ati on val ues, or both. As external enunerations can vary
greatly, inplenmenters should only support the ones expected to
describe their specific use cases.

Ext ensi ons

The | ODEF data nodel [RFC7970] is extensible. Many attributes with
enuner at ed val ues can be extended using the "ext-*" prefix.

Addi tional classes can also be defined by using the Additional Data
and Recordltemclasses. An extension to the Additional Data class for
reporting phishing emails is defined in [RFC5901]. Information about
extending | ODEF class attributes and enumerated val ues can be found
in Section 5 of [RFC7970].

Additionally, |1 CODEF can inmport existing schemata by using an

ext ension framework defined in [RFC7203]. The framework enabl es

| ODEF users to enbed XM. data inside an | ODEF docunent using externa
schemata or structures defined by external specifications. Exanples
i ncl ude CVE, Conmmon Vul nerability Reporting Framework (CVRF), and
Open Vul nerability and Assessment Language (OVAL). [RFC7203]
enhances the | ODEF capabilities wi thout further extending the data
nodel .
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| ODEF i npl enenters should not use their own | ODEF extensions unl ess
data cannot be represented using existing standards or unless
importing themin an | CDEF docunment as defined in [RFC7203] is not a
sui tabl e opti on.

4.3. Indicator Predicate Logic

An | ODEF docunent [RFC7970] can describe incident reports and

i ndicators. The Indicator class can include references to other

i ndi cators, observables, and nore classes that contain details about
the indicator. Wen describing security indicators, it is often
conmon to need to group themtogether in order to forma group of

i ndicators that constitute a security threat. For exanple, a botnet
m ght have multiple command and control servers. For that reason,

| ODEF v2 introduced the IndicatorExpression class, which is used to
add the indicator predicate |ogic when grouping nore than one

i ndi cator or observable.

| mpl enent ati ons nust be able to parse and apply the Bool ean | ogic

of fered by an IndicatorExpression in order to evaluate the existence
of an indicator. As explained in Section 3.29.5 of [RFC7970], the

I ndi cat or Expressi on el ement operator defines the operator applied to
all the child elenents of the IndicatorExpression. |If no operator is
defined, "and" should be assunmed. |IndicatorExpressions can al so be
nested together. Child |IndicatorExpressions should be treated as
child elenents of their parent, and they should be evaluated first
bef ore being evaluated with the operator of their parent.

Users can refer to Appendi x A for example uses of the
| ndi cat or Expressions in an | ODEF v2.

4.4. Disclosure Leve

Access to information in | ODEF docunments should be tightly | ocked
since the content may be confidential. |CODEF has a common attribute,
called "restriction", which indicates the disclosure guideline to

whi ch the sender expects the recipient to adhere to for the
information represented in the class and its children. That way, the
sender can express the |evel of disclosure for each conponent of an

| ODEF document. Appropriate external measures could be inpl enented
based on the restriction level. One exanple is when Real-tine Inter-
networ k Defense (RID) [RFC6545] is used to transfer the | ODEF
docunents, it can provide policy guidelines for handling | ODEF
docunents by using the RIDPolicy class.

The enforcenent of the disclosure guidelines is out of scope for

| ODEF. The recipient of the | ODEF docunment needs to follow the
gui del i nes, but these guidelines thensel ves do not provide any
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enf orcenent neasures. For that purpose, inplenenters should consider
appropriate privacy control neasures, technical or operational, for
their inplenentation.

5. | ODEF Uses

| ODEF is currently used by various organi zations in order to
represent security incidents and share incident and threat
i nformati on between security operations organi zations.

5.1. Inplenentations

In order to use | ODEF, tools |ike | ODEF parsers are necessary.

[ RFC8134] describes a set of | CODEF inplenentations and uses by
various vendors and Conput er Emergency Readi ness Team ( CERT)

organi zations. The docunment does not specify any particul ar

mandat ory-to-i npl enent (Mrl) | ODEF cl asses but provides a list of
real -world uses. Perl and Python nodul es (XM.::1ODEF, |odef::Pb

i odeflib) are some exanples. Moreover, inplenmenters are encouraged
to refer to Section 7 of [RFC8134] for practical | ODEF usage
guidelines. On the other hand, [IODEF_IMP] includes various vendor
i ncident reporting products that can consume and export in | ODEF
format .

5.2. Inter-vendor and Service Provider Exercise

As an interoperability exercise, a linmted nunber of vendors

organi zed and executed exchanges of threat indicators in | ODEF in
2013. The transport protocol used was RID. The threat information
shared included indicators from DDoS attacks as well as malware

i nci dents and spear phishing that targets specific individuals after
harvesting i nformati on about them The results served as proof-of-
concept (PoC) about how seemingly conpeting entities could use | ODEF
to exchange sanitized security information. As this was a PoC
exercise, only exanmple information (no real threats) was shared as
part of the exchanges.
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| Vendor X | | Vendor Y |
| RRD Agent | ------------- | RID Agent |
| | | I'nternet | | |

---- RID Report nessage --->

-- carrying | ODEF exanmple ->

--------- over TLS -------->

<----- RI D Ack nessage -----

<--- in case of failure ----

Figure 2: PoC Peering Topol ogy

Figure 2 shows how RID interactions took place during the PoC
Partici pating organi zati ons were running RID Agent software on
prem ses. The RI D Agents fornmed peering relationships wth other
partici pating organi zations. Wen Entity X had a new incident to
exchange, it would package it in |IODEF and send it to Entity Y over
Transport Layer Security (TLS) in a RID Report message. |n case
there was an issue with the message, Entity Y would send a RID
Acknow edgenent nessage back to Entity X, which included an

application-level nmessage to describe the issue. Interoperability
bet ween RI D Agents inplenmenting [ RFC6545] and [ RFC6546] was al so
confirmed.

The first use case included sharing of malware data related to an

I nci dent between CSIRTs. After Entity X detected an incident, Entity
X woul d put data about nmalware found during the incident in a backend
system Entity X then decided to share the incident information with
Entity Y about the nalware discovered. This could be a human

deci sion or part of an automated process.

Bel ow are the steps followed for the mal ware informati on exchange
that was taking place:

(1) Entity X has a sharing agreenent with Entity Y and has al ready
been configured with the I P address of Entity Y s RI D Agent.

(2) Entity X s RID Agent connects to Entity Y s R D Agent, and
nmut ual authentication occurs using PKI digital certificates.
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(3) Entity X pushes out a RID Report nessage, which contains
i nformati on about N pieces of discovered nalware. | ODEF is used
in RID to describe the

(a) hash of malware files;
(b) registry settings changed by the nal ware; and
(c) C2 information for the nal ware.

(4) Entity Y receives a RID Report nmessage and sends a RID
Acknowl edgenent nessage.

(5) Entity Y stores the data in a fornmat that nmakes it possible for
the backend to know whi ch source the data cane from

Anot her use case was sharing a DDoS attack as explained in the
following scenario: Entity X, a Critical Infrastructure and Key
Resource (ClKR) conpany, detects that their internet connection is
saturated with an abnormal anount of traffic. Further investigation
deternmines that this is an actual DDoS attack. Entity X s CSIRT
contacts their ISP, Entity Y, and shares information with them about
the attack traffic characteristics. Entity Xs ISP is being
overwhel ned by the anpbunt of traffic, so it shares attack signatures
and | P addresses of the nost prolific hosts with its adjacent | SPs.

Bel ow are the steps followed for a DDoS information exchange:

(1) Entity X has a sharing agreenent with Entity Y and has al ready
been configured with the IP address of Entity Y's RI D Agent.

(2) Entity X s RID Agent connects to Entity Y's RID Agent, and
mut ual aut hentication occurs using PKI digital certificates.

(3) Entity X pushes out a RID Report nessage, which contains
i nformation about the DDoS attack. |ODEF is used in RIDto
descri be the follow ng:
(a) Start and Detect dates and tines;
(b) 1P addresses of nodes sending DDoS traffic;

(c) sharing and use restrictions;

(d) traffic characteristics (protocols and ports);
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(e) HITP user agents used; and
(f) |IP addresses of C2 for a botnet.

(4) Entity Y receives a RID Report nmessage and sends a RID
Acknowl edgenent nessage.

(5) Entity Y stores the data in a fornmat that nakes it possible for
the backend to know whi ch source the data cane from

(6) Entity Y shares information with other 1SP entities it has an
establ i shed rel ationship wth.

One nore use case was sharing spear-phishing enail infornmation as
explained in the foll owing scenario: the board nenbers of severa

def ense contractors receive a targeted email inviting themto attend
a conference in San Francisco. The board nenbers are asked to
provide their personally identifiable information such as their hone
addr ess, phone nunber, corporate emmil, etc., in an attached docunent
that came with the email. The board nenbers are al so asked to click
on a URL that would allow themto reach the sign-up page for the
conference. One of the recipients believes the email to be a

phi shing attenpt and forwards the email to their corporate CSIRT for
analysis. The CSIRT identifies the email as an attenpted spear-

phi shing incident and distributes the indicators to their sharing
partners.

Bel ow are the steps followed for a spear-phishing information
exchange between CSIRTs that were part of this PoC

(1) Entity X has a sharing agreenent with Entity Y and has al ready
been configured with the I P address of Entity Y s RI D Agent.

(2) Entity X s RID Agent connects to Entity Y s R D Agent, and
mut ual aut hentication occurs using PKI digital certificates.

(3) Entity X pushes out a RID Report nessage that contains
i nformati on about the spear-phishing email. |1ODEF is used in
RID to describe the foll ow ng:
(a) attachnment details (file Name, hash, size, malware famly)

(b) target description (1P, domain, NSLookup);

(c) email information (From Subject, header information, date/
time, digital signature); and

(d) confidence score.
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(4) Entity Y receives a RID Report nmessage and sends a RID
Acknowl edgenent nessage.

(5) Entity Y stores the data in a format that makes it possible for
t he backend to know whi ch source the data cane from

Appendi x B includes sonme of the | ODEF exanple information that was
exchanged by the organi zations’ RI D Agents as part of this PoC.

5. 3. Use Cases

O her use cases of | ODEF, aside fromthe ones descri bed above, could
be as foll ows:

(1) ISP notifying a national CERT or organization when it identifies
and acts upon an incident, and CERTs notifying | SPs when they
are aware of incidents.

(2) Suspected phishing emails could be shared anpbngst organi zati ons
and national agencies. Automation could validate web content
that the suspicious emails are pointing to. Identified
mal i ci ous content |inked in a phishing email could then be
shared using | ODEF. Phishing canpaigns could thus be subverted
nmuch faster by automating infornmation sharing using | ODEF

(3) Wen finding a certificate that should be revoked, a third party
woul d forward an autonated | ODEF nmessage to the Certification
Authority (CA) with the full context of the certificate, and the
CA could act accordingly after checking its validity.
Alternatively, in the event of a conprom se of the private key
of a certificate, a third party could alert the certificate
owner about the conprom se using | ODEF.

6. | ANA Consi derations
This meno does not require any | ANA actions.

7. Security Considerations
Thi s docunent does not incur any new security issues, because it only
tal ks about the usage of | ODEFv2 defined in RFC 7970. Neverthel ess,

readers of this docunment should refer to the Security Considerations
section of [RFC7970].
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Appendi x A, Indicator Predicate Logi c Exanpl es

In the foll owi ng exanple, the EventData class evaluates as a Fl ow of
one Systemwi th source address 192.0.2.104 OR 192.0.2.106 AND target
address 198.51.100. 1.

<l-- ...XM code onmtted... -->
<I ndi cat or Dat a>
<l ndi cat or >
<I ndi cator| D nane="csirt. exanpl e. comt' version="1">
(00823490
</ I ndi cat or| D>
<Descri pti on>C2 dommi ns</ Descri ption>
<I ndi cat or Expr essi on operat or ="and" >
<I ndi cat or Expr essi on operator="or">
<Cbservabl e>
<Syst em cat egor y="sour ce" spoof ed="no">
<Node>
<Addr ess cat egory="i pv4-addr" >
192.0.2.104
</ Addr ess>
</ Node>
</ Syst en®
</ Cbservabl e>
<Cbservabl e>
<Syst em cat egor y="sour ce" spoof ed="no">
<Node>
<Addr ess category="i pv4-addr">
192.0. 2. 106
</ Addr ess>
</ Node>
</ Syst en®
</ Cbservabl e>
</ I ndi cat or Expr essi on>
<Cbservabl e>
<System cat egory="target" spoof ed="no">
<Node>
<Addr ess category="i pv4-addr">
198.51.100.1
</ Addr ess>
</ Node>
</ Syst enp
</ Cbservabl e>
</ I ndi cat or Expr essi on>
</ I ndi cat or >
</ I ndi cat or Dat a>
<l-- ...XM. code omtted... -->
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Simlarly, the FileData C ass can be an observable in an

I ndi cat or Expression. The hash values of two files can be used to
mat ch agai nst an indi cator using Boolean "or" logic. In the

foll owi ng exanple, the indicator consists of either of the two files
with two di fferent hashes.

<l-- ...XM code onmtted... -->
<I ndi cat or Dat a>
<l ndi cat or >
<I ndi cator| D nane="csirt. exanpl e. comt' version="1">
A43991 V\Q
</ I ndi cat or| D>
<Description>Fil e hash watchlist</Description>
<I ndi cat or Expr essi on operator="or">
<Cbservabl e>
<Fi | eDat a>
<File>
<Fi | eNane>dunmy. t xt </ Fi | eNane>
<HashDat a scope="fil e-contents">
<Hash>
<ds: Di gest Met hod Al gorithnr
"http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>
14laccec23e7e5157de60853chle01bc38042d
08f 9086040815300b7f e75¢c184
</ ds: Di gest Val ue>
</ Hash>
</ HashDat a>
</File>
</ Fi | eDat a>
</ Cbservabl e>
<Cbservabl e>
<Fi | eDat a>
<Fil e>
<Fi | eNanme>dummy2. t xt </ Fi | eNane>
<HashDat a scope="fil e-contents">
<Hash>
<ds: Di gest Met hod Al gorithmr
“http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>
14laccec23e7e5157de60853chb1e01bc38042d
08f 9086040815300b7f e75¢c184
</ ds: Di gest Val ue>
</ Hash>
</ HashDat a>
</File>
</ Fi | eDat a>
</ Cbservabl e>
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</ I ndi cat or Expr essi on>
</ | ndi cat or >
</ | ndi cat or Dat a>
<l-- ... XM code omtted... -->

Appendi x B. Inter-vendor and Service Provider Exercise Exanples

Bel ow, sonme of the | ODEF exanple information that was exchanged by
the vendors as part of this proof-of-concept, inter-vendor and
service provi der exercise

B.1. Malware Delivery URL
This exanple indicates malware and a related URL for file delivery.

<?xm version="1.0" encodi ng="UTF-8""?>
<| ODEF- Docunent ver si on="2. 00"
xm ns="urn:ietf:parans: xm :ns:iodef-2.0"
xm ns:iodef="urn:ietf:parans: xnl :ns:iodef-2.0"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<i odef: I nci dent purpose="reporting">
<i odef: 1 ncidentl D nane="csirt. exanpl e. com' >
189801
</ i odef: | ncident| D>
<i odef: Report Ti ne>2012- 12- 05T12: 20: 00+00: 00</i odef: Report Ti ne>
<i odef: Generati onTi me>2012- 12- 05T12: 20: 00+00: 00
</i odef : Gener ati onTi me>
<i odef: Descri pti on>Mal ware and rel ated indicators
</ i odef : Descri pti on>
<i odef: Assessnment occurrence="potential ">
<i odef: Syst em npact severity="nedi um' type="breach-privacy">
<i odef: Descri ption>Malware with C2
</i odef: Description>
</ i odef : Syst em npact >
</i odef : Assessment >
<i odef: Contact role="creator" type="organization">
<i odef: Cont act Nane>exanpl e. com CSI RT
</i odef : Cont act Name>
<i odef : Emai | >
<i odef: Emai | To>cont act @si rt. exanpl e. com
</i odef : Emai | To>
</i odef : Emai | >
</i odef : Cont act >
<i odef : Event Dat a>
<i odef: Fl ow>
<i odef : Syst em cat egor y="sour ce">
<i odef : Node>
<i odef: Address category="i pv4-addr">192. 0. 2. 200
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</i odef : Addr ess>
<i odef: Address category="site-uri">
/1 og-bin/lunch_install.php?aff_id=1&anp; | unch_i d=1&anp;
maddr =&anp; act i on=i nst al
</ i odef : Addr ess>
</ i odef : Node>
<i odef: NodeRol e cat egory="www'/ >
</i odef : Syst enp
</i odef: Fl ow>
</i odef : Event Dat a>
</i odef : | nci dent >
</ | ODEF- Docunent >

B.2. DDoS

The DDoS test exchanged information that described a DDoS, including
protocol s and ports, bad I P addresses, and HTTP user agent fields.
The | ODEF version used for the data representation was based on

[ RFC7970] .

<?xm version="1.0" encodi ng="UTF-8""?>
<| CDEF- Docunent versi on="2. 00"
xm ns="urn:ietf:paranms: xm :ns:iodef-2.0"
xm ns:iodef="urn:ietf:parans: xnl :ns:iodef-2.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<i odef: I ncident purpose="reporting" restriction="default">
<i odef: I nci dent| D name="csirt.exanpl e. cont >
189701
</i odef: 1 ncidentl D>
<i odef: Det ect Ti ne>2013- 02- 05T01: 15: 45+00: 00</ i odef : Det ect Ti ne>
<i odef: Start Ti me>2013- 02- 05T00: 34: 45+00: 00</ i odef: Start Ti me>
<i odef : Report Ti ne>2013- 02- 05T01: 34: 45+00: 00</ i odef : Report Ti ne>
<i odef : Generati onTi ne>2013- 02- 05T01: 15: 45+00: 00
</i odef: GenerationTi nme>
<i odef: Descri pti on>DDoS Traffic Seen</iodef: Description>
<i odef : Assessnment occurrence="actual ">
<i odef: Syst em npact severity="nedi um' type="availability-systeni>
<i odef : Descri pti on>DDoS Traffic
</i odef : Descri ption>
</ i odef : Syst em npact >
<i odef: Confi dence rating="high"/>
</i odef : Assessnent >
<i odef: Contact role="creator" type="organization">
<i odef: Cont act Name>Dummy Test </i odef : Cont act Nane>
<i odef: Emai | >
<i odef: Emai | To>cont act @ummyt est. com
</i odef : Emai | To>
</i odef : Emai | >
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</i odef : Cont act >
<i odef: Event Dat a>
<i odef : Descri pti on>
Dumry Test sharing with | SP1
</ i odef : Descri pti on>
<i odef : Met hod>
<i odef : Ref erence>
<i odef: URL>
http://bl og. spi derl abs. com 2011/ 01/ oi c- ddos-
anal ysi s- and-det ecti on. ht n
</i odef : URL>
<i odef : URL>
http://en.w ki pedia. org/w ki/Low Orbit_Ion_Cannon
</i odef : URL>
<i odef : Descri pti on>
Low Orbit Ion Cannon User Agent
</ i odef : Descri pti on>
</ i odef : Ref er ence>
</i odef : Met hod>
<i odef: Fl ow>
<i odef: Syst em cat egory="source" spoof ed="no">
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr" >
192.0.2.104
</i odef : Addr ess>
</i odef : Node>
<i odef: Service i p-protocol ="6">
<i odef: Port >1337</i odef : Port >
</ i odef : Servi ce>
</i odef : Syst enp
<i odef: Syst em cat egory="source" spoof ed="no">
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr" >
192.0. 2. 106
</ i odef : Addr ess>
</ i odef : Node>
<i odef: Service i p-protocol ="6">
<i odef: Port >1337</i odef : Port >
</ i odef : Servi ce>
</i odef : Systenp
<i odef: Syst em cat egory="sour ce" spoof ed="yes">
<i odef : Node>
<i odef: Addr ess category="i pv4-net">
198. 51. 100. 0/ 24
</ i odef : Addr ess>
</i odef : Node>
<i odef: Servi ce i p-protocol ="6">
<i odef: Port>1337</i odef : Port >
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</i odef: Servi ce>
</i odef : Syst enp
<i odef: Syst em cat egory="source" spoof ed="yes" >
<i odef : Node>
<i odef: Addr ess cat egory="i pv6- addr" >
2001: db8: dead: beef:: 1
</i odef : Addr ess>
</ i odef : Node>
<i odef: Service i p-protocol ="6">
<i odef: Port >1337</i odef : Port >
</ i odef : Servi ce>
</i odef : Syst enp
<i odef: System cat egory="target">
<i odef: Node>
<i odef: Addr ess cat egory="i pv4-addr" >
203.0.113.1
</ i odef : Addr ess>
</ i odef : Node>
<i odef: Service i p-protocol ="6">
<i odef: Port >80</i odef : Port >
</i odef : Servi ce>
</i odef : Systen»
<i odef: Syst em cat egor y="sensor ">
<i odef : Node>
</i odef : Node>
<i odef : Descri pti on>
I nformation provided in Flow class instance is from
I nspection of traffic fromnetwork tap
</ i odef : Descri pti on>
</i odef : Syst enp
</i odef : Fl ow>
<i odef: Expectati on action="other"/>
</ i odef : Event Dat a>
<i odef : | ndi cat or Dat a>
<i odef: I ndi cat or >
<i odef: I ndicatorl D nane="csirt.exanpl e.cont version="1">
(83345941
</i odef: | ndicatorl D>
<i odef : Descri pti on>
User - Agent string
</ i odef : Descri pti on>
<i odef : Cbser vabl e>
<i odef: Bul kQbservabl e type="http-user-agent">
<i odef: Bul kQbservabl eLi st >
user-agent="Mzilla/5.0 (Mcintosh; U
Intel Mac OS X 10.5; en-US; rv:1.9.2.12)
Gecko/ 20101026 Firefox/3.6.12">
</ i odef : Bul kObser vabl eLi st >
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</ i odef : Bul kObser vabl e>
</ i odef : Qbser vabl e>
</ i odef : | ndi cat or >
</i odef : I ndi cat or Dat a>
</ i odef: I nci dent >
</ | CDEF- Docunent >

B.3. Spear Phishing

The spear-phi shing test exchanged information that described a spear-
phi shing email, including DNS records and addresses about the sender
mal i ci ous attached file information, and email data. The | ODEF
versi on used for the data representati on was based on [ RFC7970] .

<?xm version="1.0" encodi ng="UTF-8""?>
<| ODEF- Docurnent ver si on="2. 00"
xm ns="urn:ietf:paranms: xm :ns:iodef-2.0"
xm ns:iodef="urn:ietf:parans: xnl :ns:iodef-2.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<i odef: I nci dent purpose="reporting">
<i odef: 1 ncidentl D nane="csirt. exanpl e. com' >
189601
</ i odef: | ncident| D>
<i odef : Det ect Ti ne>2013- 01- 04T08: 06: 12+00: 00</ i odef : Det ect Ti ne>
<i odef: Start Ti me>2013- 01- 04T08: 01: 34+00: 00</i odef: Start Ti me>
<i odef: EndTi ne>2013- 01- 04T08: 31: 27+00: 00</ i odef : EndTi nme>
<i odef: Report Ti ne>2013- 01- 04T09: 15: 45+00: 00</ i odef : Report Ti ne>
<i odef: Generati onTi me>2013- 01- 04T09: 15: 45+00: 00
</i odef : Gener ati onTi me>
<i odef: Descri ption>
Zeus Spear Phishing E-nail with Malware Attachnent
</i odef: Description>
<i odef: Assessment occurrence="potential ">
<i odef: Syst em npact severity="nedi um' type="takeover-systent>
<i odef: Descri ption>
Mal ware wi th Command and Control Server and System Changes
</iodef: Description>
</i odef : Syst enl npact >
</i odef : Assessment >
<i odef: Contact rol e="creator" type="organization">
<i odef: Cont act Nane>exanpl e. com CSI RT</ i odef : Cont act Nane>
<i odef: Emai | >
<i odef: Emai | To>cont act @si rt. exanpl e. conx/i odef : Emai | To>
</i odef: Email >
</ i odef : Cont act >
<i odef : Event Dat a>
<i odef: Descri ption>
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Targeting Defense Contractors,
specifically board nenbers attendi ng Dumrmy Con
</i odef: Description>
<i odef : Met hod>
<i odef: Ref erence observabl e-i d="ref-1234">
<i odef: Descri pti on>Zeus</i odef: Descri pti on>
</ i odef : Ref er ence>
</i odef : Met hod>
<i odef: Fl ow>
<i odef : Syst em cat egor y="sour ce">
<i odef : Node>
<i odef: Address category="site-uri">
http://ww. zeusevi | . exanpl e. com
</ i odef : Addr ess>
<i odef: Addr ess cat egory="i pv4-addr" >
192.0. 2. 166
</ i odef : Addr ess>
<i odef: Addr ess cat egory="asn">
65535
</ i odef : Addr ess>
<i odef: Addr ess cat egory="ext-val ue"
ext - cat egor y="as- nane" >
EXAMPLE- AS - University of Exanple
</i odef : Addr ess>
<i odef: Addr ess cat egory="ext-val ue"
ext - cat egory="as-prefix">
192.0.2.0/ 24
</i odef : Addr ess>
</ i odef : Node>
<i odef: NodeRol e cat egory="nml war e-di stri bution"/>
</i odef : Syst en®
</i odef: Fl ow>
<i odef: Fl ow>
<i odef : Syst em cat egor y="sour ce">
<i odef : Node>
<i odef : Dorai nDat a>
<Nane>mmai | 1. evi | dave. exanpl e. conk/ Nane>
</i odef : Donmai nDat a>
<i odef: Addr ess cat egory="i pv4-addr" >
198.51. 100. 6
</ i odef : Addr ess>
<i odef: Addr ess cat egory="asn">
65534
</i odef : Addr ess>
<i odef : Addr ess cat egory="ext-val ue"
ext - cat egor y="as- nane" >
EXAMPLE- AS - University of Exanple
</i odef : Addr ess>
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<i odef : Domai nDat a>

<i odef: Nane>evi | dave. exanpl e. conx/ i odef : Nanme>
<i odef : Dat eDomai nWAsChecked>2013- 01- 04T09: 10: 24+00: 00

</ i odef : Dat eDonmai nWasChecked>

<I-- <iodef: Rel at edDNS RecordType="MX"> -->

<i odef: Rel at edDNS dt ype="string">

evi | dave. exanpl e. com MX pref erence

= mai |l 1. evi | dave. exanpl e. com
</i odef : Rel at edDNS>
<i odef: Rel at edDNS dt ype="string">
mai | 1. evi | dave. exanpl e. com
internet address = 198.51. 100. 6
</ i odef : Rel at edDNS>
<i odef : Rel at edDNS dt ype="stri ng">

exchanger

zuesevil . exanple.com IN TXT \"v=spfl a nx -all\"

</i odef : Rel at edDNS>
</'i odef : Domai nDat a>
</ i odef : Node>
<i odef: NodeRol e category="nmmil">
<i odef : Descri pti on>
Sendi ng phishing mails
</ i odef : Descri pti on>
</i odef : NodeRol e>
<i odef: Servi ce>
<i odef : Emai | Dat a>
<i odef: Emai | Fr on®
enai | dave@vi | dave. exanpl e. com
</i odef: Emai | Frone
<i odef: Emai | Subj ect >
Join us at Dumy Con
</ i odef : Emai | Subj ect >
<i odef: Emmi | X- Mai | er >
StornRider 4.0
</i odef: Emmi |l X- Mai | er >
</i odef : Emai | Dat a>
</i odef: Servi ce>
</i odef : Syst en®
<i odef: System cat egory="target">
<i odef : Node>

<i odef : Addr ess cat egory="i pv4- addr" >

203.0.113.2
</i odef : Addr ess>
</ i odef : Node>

</i odef : Syst enp
</i odef: Fl ow>
<i odef: Expect ati on acti on="ot her"/>
<i odef : Recor d>

<i odef : Recor dDat a>
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<i odef : Fi | eDat a observabl e-i d="fd-1234">
<i odef:Fil e>
<i odef : Fi | eNane>
Dummy Con Sign Up Sheet.txt
</ i odef: Fi | eNane>
<i odef: Fil eSi ze>
152
</iodef:FileSize>
<i odef: HashDat a scope="fil e-contents">
<i odef : Hash>
<ds: Di gest Met hod Al gorithne
"http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>
14l1accec23e7e5157de60853cb1e01bc38042d
08f 9086040815300b7f e75c184
</ ds: Di gest Val ue>
</ i odef : Hash>
</ i odef : HashDat a>
</iodef:File>
</i odef: Fil eDat a>
</ i odef : Recor dDat a>
<i odef : Recor dDat a>
<i odef: CertificateDat a>
<i odef: Certificate>
<ds: X509Dat a>
<ds: X509| ssuer Seri al >
<ds: X509! ssuer Nane>FakeCA
</ ds: X509I ssuer Name>
<ds: X509Ser i al Nunber >
57482937101
</ ds: X509Seri al Nunber >
</ ds: X509| ssuer Seri al >
<ds: X509Subj ect Name>Evi | DaveExanpl e
</ ds: X509Subj ect Nane>
</ ds: X509Dat a>
</iodef:Certificate>
</iodef:CertificateData>
</ i odef : Recor dDat a>
</i odef : Recor d>
</i odef : Event Dat a>
</ i odef: I nci dent >
</ | CDEF- Docunent >
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B.4. Ml ware

In this test, malware informati on was exchanged using RI D and | CDEF
The information included file hashes, registry setting changes, and
the C2 servers the mal ware uses.

<?xm version="1.0" encodi ng="UTF-8""?>
<| CDEF- Docunent versi on="2.00"
xm ns="urn:ietf:paranms: xm :ns:iodef-2.0"
xm ns:iodef="urn:ietf:parans: xnl : ns:i odef-2.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<i odef: I ncident purpose="reporting">
<i odef: I nci dent| D name="csirt.exanpl e. cont >
189234
</i odef: I ncidentl D>
<i odef: Report Ti me>2013- 03-07T16: 14: 56. 757+05: 30</ i odef : Report Ti me>
<i odef: Generati onTi ne>2013- 03- 07T16: 14: 56. 757+05: 30
</i odef : Gener ati onTi me>
<i odef : Descri pti on>
Mal ware and rel ated indicators identified
</ i odef : Descri pti on>
<i odef: Assessment occurrence="potential ">
<i odef: Syst em npact severity="nedi uni' type="breach-proprietary">
<i odef: Descri ption>
Mal ware with Comrand and Control Server and System Changes
</i odef : Descripti on>
</ i odef : Syst em npact >
</i odef : Assessment >
<i odef: Contact role="creator" type="organization">
<i odef: Cont act Nane>exanpl e. com CSI RT</ i odef : Cont act Nane>
<i odef : Emai | >
<i odef: Emai | To>cont act @si rt. exanpl e. conx/i odef : Emai | To>
</i odef: Email >
</ i odef : Cont act >
<i odef : Event Dat a>
<i odef : Met hod>
<i odef : Ref erence>
<i odef: URL>
http://wwv. t hr eat expert. exanpl e. coni report. aspx?
nd5=e2710ceb088dacdcb03678db250742b7
</ i odef : URL>
<i odef: Descri pti on>Zeus</i odef: Descri pti on>
</ i odef : Ref er ence>
</i odef : Met hod>
<i odef: Fl ow>
<i odef: Syst em cat egor y="sour ce" >
<i odef : Node>
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<i odef: Address category="i pv4-addr"
observabl e-i d="addr-c2-91011-001" >
203.0.113. 200
</i odef : Addr ess>
<i odef: Address category="site-uri"
observabl e-i d="addr-c2-91011- 002" >
http://zeus. 556677889900. exanpl e. com | og- bi n/
lunch_instal |l . php?aff_i d=1&anp;
| unch_i d=1&anp; nmaddr =&anp;
acti on=i nst al
</ i odef : Addr ess>
</ i odef : Node>
<i odef: NodeRol e cat egory="c2-server"/>
</i odef : Syst en
</i odef: Fl ow>
<i odef : Recor d>
<i odef: Recor dDat a>
<i odef: Fi | eDat a observabl e-id="file-91011-001">
<i odef: File>
<i odef: HashDat a scope="fil e-contents">
<i odef: Hash>
<ds: Di gest Met hod Al gorithnme
"http://ww. w3. org/ 2001/ 04/ xm enc#shal"/ >
<ds: Di gest Val ue>
MHg2Nz Ux QT1 1Mz AMIE2NOQANKUWR) gONz YWR) YXR) EwkJIDQz JF
REZG
</ ds: Di gest Val ue>
</i odef : Hash>
</i odef : HashDat a>
</iodef:File>
<i odef: File>
<i odef: HashDat a scope="fil e-contents">
<i odef: Hash>
<ds: Di gest Met hod Al gorithnme
"http://ww. w3. org/ 2001/ 04/ xm enc#md5"/ >
<ds: Di gest Val ue>
MHgy RTg4ODASODBEN; | ONDdFOTc5MEFGQTg5NTEZ Rj BBNA==
</ ds: Di gest Val ue>
</ i odef : Hash>
</i odef : HashDat a>
</iodef:File>
</iodef: Fi | eDat a>
<i odef: W ndowsRegi stryKeysModi fi ed observabl e-i d=
"regkey-91011- 001" >
<i odef: Key regi stryacti on="add-val ue">
<i odef : KeyNane>
HKLM Sof t war e\ M cr osof t \ W ndows\
Cur rent Ver si on\ Run\t ang
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</ i odef : KeyNane>
<i odef: Val ue>
2\ 2\ ?%Byst en?A wi ns\ nt. exe\ ?\ ??
</i odef: Val ue>
</i odef : Key>
<i odef: Key registryacti on="nodi fy-val ue">
<i odef : KeyNane>HKLM Sof t war e\ M cr osof t\
W ndows\ Cur r ent Ver si on\ Run\ dqo
</ i odef : KeyName>
<i odef: Val ue>"\"\" %N ndi r %4 Resour ces\
Thenes\ Luna\ km exe\ ?\ ?"
</i odef : Val ue>
</ i odef : Key>
</ i odef : W ndowsRegi st ryKeyshodi fi ed>
</ i odef : Recor dDat a>
</i odef: Record>
</i odef : Event Dat a>
<i odef : Event Dat a>
<i odef : Met hod>
<i odef: Ref erence>
<i odef: URL>
http://wwv. t hr eat expert. exanpl e. coni report. aspx?
nmd5=c3c528c939f 9b176c883ae0ce5df 0001
</ i odef : URL>
<i odef: Description>Cri dex</i odef: Description>
</ i odef : Ref erence>
</ i odef : Met hod>
<i odef : Fl ow>
<i odef: Syst em cat egor y="sour ce" >
<i odef : Node>
<i odef: Address category="i pv4-addr"
observabl e-i d="addr-c2-91011- 003" >
203.0.113. 100
</i odef : Addr ess>
</ i odef : Node>
<i odef: NodeRol e cat egory="c2-server"/>
<i odef: Service i p-protocol ="6">
<i odef: Port >8080</i odef : Port >
</ i odef : Servi ce>
</i odef : Systenp
</i odef : Fl ow>
<i odef : Recor d>
<i odef : Recor dDat a>
<i odef: Fi | eData observabl e-id="file-91011-002">
<i odef: File>
<i odef: HashDat a scope="fil e-contents">
<i odef: Hash>
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<ds: Di gest Met hod Al gorithne
“http://ww. w3. org/ 2001/ 04/ xm enc#shal"/ >
<ds: Di gest Val ue>
MHg3M Yz Rk UWRDNBMVDk 1 RDUS Qz h FMEMA OTVBOUM
10DVFMz Qz RTcx NDFD
</ ds: Di gest Val ue>
</i odef : Hash>
</i odef : HashDat a>
</iodef:File>
</i odef: Fi |l eDat a>
<i odef: Fi | eDat a observabl e-id="fil e-91011-003">
<i odef: File>
<i odef: HashData scope="fil e-contents">
<i odef: Hash>
<ds: Di gest Met hod Al gorithnr
"http://ww. w3. org/ 2001/ 04/ xm enc#md5"/ >
<ds: Di gest Val ue>
VHg 0 MD NEODUWRK NEQURFNDIVE MEE1L Qk VBNK YX NK VFOT ¢ X Qne==
</ ds: Di gest Val ue>
</ i odef : Hash>
</ i odef : HashDat a>
</iodef:File>
</i odef: Fi | eDat a>
<i odef: W ndowsRegi stryKeysModi fi ed observabl e-i d=
"regkey-91011- 002" >
<i odef: Key regi stryacti on="add-val ue">
<i odef : KeyNane>
HKLM Sof t war e\ M cr osof t \ W ndows\
Cur r ent Ver si on\ Run\ KB00121600. exe
</ i odef : KeyNane>
<i odef: Val ue>
\ 2\ ?%AppDat a% KB00121600. exe\ ?\ ?
</i odef: Val ue>
</i odef : Key>
</ i odef : W ndowsRegi st ryKeyshbdi fi ed>
</i odef : Recor dDat a>
</i odef : Recor d>
</ i odef : Event Dat a>
<i odef : | ndi cat or Dat a>
<i odef : | ndi cat or >
<i odef: I ndicatorl D name="csirt.exanpl e.cont version="1">
i nd-91011
</ i odef: | ndicatorl D>
<i odef : Descri pti on>
evil c2 server, file hash, and registry key
</ i odef : Descri pti on>
<i odef: | ndi cat or Expr essi on operat or ="or" >
<i odef: | ndi cat or Expressi on operator="or">
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<i odef : Qbser vabl e>
<i odef: Address category="site-uri"
observabl e-i d="addr-qrst">
http://foo. exanpl e.com 12345/ evil /cc. php
</i odef : Addr ess>
</ i odef : Cbser vabl e>
<i odef : Qbser vabl e>
<i odef: Addr ess cat egory="i pv4-addr"
observabl e-i d="addr-stuv">
192.0.2.1
</i odef : Addr ess>
</ i odef : Cbser vabl e>
<i odef : Qbser vabl e>
<i odef: Addr ess cat egory="i pv4-addr"
observabl e-i d="addr -t uvw'>
198.51.100.1
</ i odef : Addr ess>
</ i odef : Cbser vabl e>
<i odef : Qbser vabl e>
<i odef: Addr ess cat egory="i pv6-addr"
observabl e-i d="addr - uvwx" >
2001: db8: dead: beef:: 1
</ i odef : Addr ess>
</ i odef : Obser vabl e>
<i odef : Qbser vabl eRef erence ui d-ref="addr-c2-91011-001"/>
<i odef : Qbser vabl eRef erence ui d-ref="addr-c2-91011-002"/>
<i odef : Qbser vabl eRef erence ui d-ref="addr-c¢2-91011-003"/>
</i odef : | ndi cat or Expr essi on>
<i odef: I ndi cat or Expr essi on oper at or ="and" >
<i odef : Qbser vabl e>
<i odef: Fi | eDat a observabl e-id="fil e-91011-000">
<i odef:Fil e>
<i odef: HashDat a scope="fil e-contents">
<i odef : Hash>
<ds: Di gest Met hod Al gorithne
"http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>
14laccec23e7e5157de60853cb1e01bc38042d08f
9086040815300b7f e75c184
</ ds: Di gest Val ue>
</ i odef : Hash>
</ i odef : HashDat a>
</iodef:File>
</i odef: Fil eDat a>
</ i odef : Qbservabl e>
<i odef : Cbservabl e>
<i odef : W ndowsRegi st ryKeysModi fi ed observabl e-i d=
"regkey-91011- 000" >
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<i odef: Key regi stryacti on="add- key"
observabl e-i d="r egkey- vwxy" >
<i odef : KeyNane>
HKLM SYSTEM Cur r ent Cont r ol Set\
Services\.Net CLR
</ i odef : KeyNane>
</ i odef : Key>
<i odef: Key regi stryacti on="add- key"
observabl e-i d="r egkey-wxyz" >
<i odef : KeyName>
HKLM SYSTEM Cur r ent Cont r ol Set \
Services\. Net CLR\ Paraneters
</ i odef : KeyNane>
<i odef: Val ue>
\ "\ " 9%AppDat a% KB00121600. exe\ "\ "
</i odef: Val ue>
</i odef : Key>
<i odef: Key regi stryacti on="add-val ue"
observabl e-i d="regkey-xyza" >
<i odef : KeyNane>
HKLM SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\
. Net CLR\ Paranet ers\ Servi ceD |
</ i odef : KeyName>
<i odef: Val ue>C: \ bad. exe</i odef : Val ue>
</ i odef : Key>
<i odef: Key registryacti on="nodi fy-val ue"
observabl e-i d="regkey- zabc" >
<i odef : KeyName>
HKLM SYSTEM Cur r ent Cont r ol Set \
Servi ces\. Net CLR\ Paranet er s\ Bar
</ i odef : KeyNane>
<i odef: Val ue>Baz</i odef : Val ue>
</i odef : Key>
</ i odef : W ndowsRegi st ryKeyshbdi fi ed>
</i odef : Cbser vabl e>
</i odef: | ndi cat or Expr essi on>
<i odef: | ndi cat or Expr essi on operator="or">
<i odef: | ndi cat or Expr essi on oper at or="and" >
<i odef: Cbservabl eRef erence uid-ref="file-91011-001"/>

2017

<i odef : Gbservabl eRef erence ui d-ref="regkey-91011- 001"/ >

</ i odef : I ndi cat or Expr essi on>
<i odef: |1 ndi cat or Expr essi on oper at or="and" >
<i odef: | ndi cat or Expr essi on operator="or">

<i odef : Cbservabl eRef erence uid-ref="fil e-91011-002"/>
<i odef : Cbservabl eRef erence uid-ref="fil e-91011-003"/>

</i odef : I ndi cat or Expr essi on>

<i odef: Qbser vabl eRef erence ui d-ref="regkey-91011- 002"/ >

</i odef: | ndi cat or Expr essi on>
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</i odef: | ndi cat or Expr essi on>
</i odef : | ndi cat or Expr essi on>
</i odef : | ndi cat or >
</i odef: I ndi cat or Dat a>
</i odef : | nci dent >
</ | ODEF- Docunent >

B.5. 10T Mal ware

Novenmber 2017

The Internet of Things (10T) malware test exchanged information that
described a bad I P address of [oT malware and its scanned ports.
This exanple information is extracted fromal ert nessages of a

dar knet nonitoring systemreferred to in [ RFC8134].

The | ODEF

version used for the data representati on was based on [ RFC7970].

<?xm version="1.0" encodi ng="UTF-8""?>
<| CDEF- Docunent versi on="2.00"

xm ns="urn:ietf:parans: xm :ns:iodef-2.0"

xm ns:iodef="urn:ietf:parans: xnl :ns:iodef-2.0"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >

<i odef: I nci dent purpose="reporting">

<i odef: 1 ncidentl D nane="csirt. exanpl e. com' >
189802
</ i odef: | ncident| D>
<i odef: Report Ti ne>2017- 03-01T01: 15: 00+09: 00</i odef: Report Ti ne>
<i odef: Generati onTi me>2017- 03-01T01: 15: 00+09: 00
</i odef : Generati onTi ne>
<i odef: Descri pti on>l oT Malware and rel ated indicators
</ i odef : Descri pti on>
<i odef: Assessnment occurrence="potential ">
<i odef: Syst em npact severity="nedi um' type="takeover-systeni>
<i odef : Descri ption>l oT Malware is scanning other hosts
</i odef: Description>
</ i odef : Syst em npact >
</i odef : Assessment >
<i odef: Contact role="creator" type="organization">
<i odef: Cont act Nane>exanpl e. com CSI RT
</i odef : Cont act Name>
<i odef : Emai | >
<i odef: Emai | To>cont act @si rt. exanpl e. com
</i odef : Emai | To>
</i odef : Emai | >
</i odef : Cont act >
<i odef : Event Dat a>
<i odef: Di scovery source="ni dps">
<i odef: Descri pti on>
Det ect ed by darknet nonitoring
</ i odef : Descri pti on>
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</i odef: Di scovery>
<i odef: Fl ow>
<i odef: Syst em cat egory="source" >
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr" >
192.0. 2. 210
</i odef : Addr ess>
</i odef : Node>
<i odef : NodeRol e cat egory="canera"/ >
<i odef: Service i p-protocol ="6">
<i odef: Port >23</i odef : Port >
</i odef: Servi ce>
<i odef: Oper ati ngSyst en
<i odef : Descri pti on>
Exanmpl e Surveillance Canera CS 2.1.1
</ i odef : Descri pti on>
</ i odef : Oper ati ngSyst en»
</i odef : Syst enp
</i odef : Fl ow>
<i odef: Event Dat a>
<i odef: Fl ow>
<i odef : Syst em cat egory="t arget ">
<i odef : Node>
<i odef: Address category="i pv4-addr" >
198.51.100.1
</ i odef : Addr ess>
</i odef : Node>
<i odef : NodeRol e cat egory="honeypot"/>
<i odef: Servi ce i p-protocol ="6">
<i odef: Port >23</i odef: Port >
</i odef: Servi ce>
</i odef : Syst en
</i odef : Fl ow>
</i odef : Event Dat a>
<i odef : Event Dat a>
<i odef: Fl ow>
<i odef: System cat egory="target">
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr" >
198.51. 100. 94
</ i odef : Addr ess>
</ i odef : Node>
<i odef: NodeRol e cat egory="honeypot"/>
<i odef: Service i p-protocol ="6">
<i odef: Port >23</i odef : Port >
</i odef: Service>
</i odef : Systenp
</i odef : Fl ow>
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</i odef : Event Dat a>
<i odef : Event Dat a>
<i odef : Fl ow>
<i odef : System cat egory="t arget ">
<i odef : Node>
<i odef: Address category="i pv4-addr" >
198. 51. 100. 237
</i odef : Addr ess>
</ i odef : Node>
<i odef : NodeRol e cat egory="honeypot"/>
<i odef: Servi ce i p-protocol ="6">
<i odef: Port>2323</i odef: Port >
</i odef: Servi ce>
</i odef : Syst enp
</i odef: Fl ow>
</i odef : Event Dat a>
</i odef : Event Dat a>
</i odef: I nci dent>
</ | ODEF- Docunent >
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