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1. Introduction

The concept of "layout type" has a central role in the definition and
i mpl enentati on of Parallel NFS (pNFS) (see [RFC5661]). dients and
servers inplementing different |ayout types behave differently in
many ways while conformng to the overall pNFS framework defined in

[ RFC5661] and this docunent. Layout types may differ as to:

o The nethod used to do I/ O operations directed to data storage
devi ces.

o The requirenments for comruni cati on between the netadata server
(MDS) and the storage devices.

o The neans used to ensure that |1/O requests are only processed when
the client holds an appropriate |ayout.

o The format and interpretation of nom nally opaque data fields in
pNFS-rel ated NFSv4. x data structures.

Each | ayout type will define the needed details for its usage in the

specification for that |ayout type; |ayout type specifications are
al ways Standards Track RFCs. Except for the file layout type defined
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in Section 13 of [RFC5661], existing |ayout types are defined in
their own Standards Track docunents, and it is anticipated that new
| ayout types will be defined in sinilar docunents.

The file layout type was defined in the Network File System (NFS)
version 4.1 protocol specification [RFC5661]. The bl ock |ayout type
was defined in [ RFC5663], and the object |layout type was defined in
[ RFC5664]. Subsequently, the Small Computer System Interface (SCSI)
| ayout type was defined in [ RFC8154].

Sone inplementers have interpreted the text in Sections 12 ("Paralle
NFS (pNFS)") and 13 ("NFSv4.1 as a Storage Protocol in pNFS: the File
Layout Type") of [RFC5661] as applying only to the file layout type.
Because Section 13 was not covered in a separate Standards Track
docunent such as those for both the bl ock and object |ayout types,
there was some confusion as to the responsibilities of both the

net adata server and the data servers (DSs) that were laid out in
Section 12.

As a consequence, authors of new specifications (see [ RFC8435] and
[Lustre]) may struggle to neet the requirenents to be a pNFS | ayout
type. This docunent gathers the requirenents fromall of the
original Standards Track documents regarding |ayout type and then
specifies the requirenents placed on all |ayout types independent of
the particular type chosen.

2. Definitions

control conmmunication requirement: the specification for information
on layouts, stateids, file nmetadata, and file data that nust be
conmuni cat ed between the netadata server and the storage devices.
There is a separate set of requirenments for each | ayout type

control protocol: the particular mechanismthat an inplenmentation of
a layout type would use to nmeet the control conmunication
requirenent for that layout type. This need not be a protocol as
normal |y understood. |n sone cases, the same protocol may be used
as both a control protocol and storage protocol

storage protocol: the protocol used by clients to do I/O operations
to the storage device. Each |ayout type specifies the set of
st orage protocols.

| oose coupling: when the control protocol is a storage protocol
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tight coupling: an arrangenent in which the control protocol is one
desi gned specifically for control conmunication. |t may be either
a proprietary protocol adapted specifically to a particul ar
net adata server or a protocol based on a Standards Track docunent.

(file) data: that part of the file system object that contains the
data to be read or witten. It is the contents of the object
rather than the attributes of the object.

data server (DS): a pNFS server that provides the file s data when
the file systemobject is accessed over a fil e-based protocol
Note that this usage differs fromthat in [ RFC5661], which applies
the termin some cases even when other sorts of protocols are
bei ng used. Depending on the layout, there m ght be one or nore
data servers over which the data is striped. Wile the netadata
server is strictly accessed over the NFSv4.1 protocol, the data
server could be accessed via any file access protocol that neets
the pNFS requirenents.

See Section 2.1 for a conparison of this termand "storage
devi ce".

storage device: the target to which clients may direct 1/0O requests
when they hold an appropriate layout. Note that each data server
is a storage device but that sone storage device are not data
servers. See Section 2.1 for further discussion

fencing: the process by which the netadata server prevents the
storage devices fromprocessing /O froma specific client to a
specific file.

layout: the information a client uses to access file data on a
storage device. This information includes specification of the
protocol (layout type) and the identity of the storage devices to
be used.

The bul k of the contents of the |ayout are defined in [ RFC5661] as
nom nal | y opaque, but individual |ayout types are responsible for
specifying the format of the |ayout data.

| ayout ionode: a grant of either read-only or read/wite I1/Oto the
client.

| ayout stateid: a 128-bit quantity returned by a server that

uni quely defines the | ayout state provided by the server for a
specific layout that describes a |ayout type and file (see
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2.

1

Section 12.5.2 of [RFC5661]). Further, Section 12.5.3 of
[ RFC5661] describes differences in handling between | ayout
stateids and other stateid types.

| ayout type: a specification of both the storage protocol used to
access the data and the aggregation schene used to |ay out the
file data on the underlying storage devices.

recalling a layout: a graceful recall, via a callback, of a specific
| ayout by the nmetadata server to the client. G aceful here neans
that the client would have the opportunity to flush any WRI TEs,
etc., before returning the layout to the netadata server.

revoking a layout: an invalidation of a specific |ayout by the
net adata server. Once revocation occurs, the netadata server wll
not accept as valid any reference to the revoked | ayout, and a
storage device will not accept any client access based on the
| ayout .

(file) netadata: the part of the file system object that contains
various descriptive data relevant to the file object, as opposed
to the file data itself. This could include the time of |ast
nodi fication, access tine, EOF position, etc.

net adata server (MDS): the pNFS server that provides netadata
information for a file systemobject. It is also responsible for
generating, recalling, and revoking |ayouts for file system
objects, for performng directory operations, and for perform ng
I/ O operations to regular files when the clients direct these to
the netadata server itself.

stateid: a 128-bit quantity returned by a server that uniquely
defines the set of |ocking-related state provided by the server.
Statei ds may designate state related to open files, byte-range
| ocks, del egations, or |ayouts.

Use of the Terns "Data Server" and "Storage Device"

In [ RFC5661], the terns "data server" and "storage device" are used
somewhat inconsistently:

o In Section 12, where pNFS in general is discussed, the term
"storage device" is used.

0o In Section 13, where the file layout type is discussed, the term
"data server" is used.
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o In other sections, the term"data server" is used, even in
contexts where the storage access type is not NFSv4.1 or any ot her
file access protocol

As this docunment deals with pNFS in general, it uses the nore generic
term"storage device" in preference to "data server”. The term"data
server" is used only in contexts in which a file server is used as a
storage device. Note that every data server is a storage device, but
storage devices that use protocols that are not file access protocols
(such as NFS) are not data servers.

Since a given storage device may support nultiple |ayout types, a

gi ven device can potentially act as a data server for sone set of
storage protocols while simultaneously acting as a storage device for
ot hers.

2.2. Requirements Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.

This docunent differs fromnost Standards Track documents in that it
specifies requirements for those defining future | ayout types rather
than defining the requirements for inplenentations directly. This
docurent nmkes cl ear whet her:

(1) any particular requirement applies to inplenmentations.

(2) any particular requirenment applies to those defining |ayout
types.

(3) the requirenment is a general requirenent that inplenentations
need to conformto, with the specific means left to |ayout type
definitions type to specify.

3. The Control Protoco

A layout type has to neet the requirenents that apply to the

i nteraction between the nmetadata server and the storage device such
that they present to the client a consistent view of stored data and
| ocking state (Section 12.2.6 of [RFC5661]). Particular

i mpl enentati ons may satisfy these requirenents in any nmanner they
choose, and the mechani sm chosen need not be described as a protocol
Speci fications defining |ayout types need to clearly show how

i npl enentati ons can neet the requirenents di scussed bel ow, especially
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with respect to those that have security inplications. |In addition,
such specifications may find it necessary to inpose requirenments on
i mpl enentati ons of the |ayout type to ensure appropriate

i nteroperability.

In sonme cases, there may be no control protocol other than the
storage protocol. This is often described as using a "l oosely

coupl ed" nodel. In such cases, the assunption is that the netadata
server, storage devices, and client may be changed i ndependently and
that the inplementation requirenents in the |ayout type specification
need to ensure this degree of interoperability. This nodel is used
in the block and object |ayout type specification

In other cases, it is assuned that there will be a purpose-built
control protocol that may be different for different inplenmentations
of the netadata server and data server. The assunption here is that
the metadata server and data servers are designed and inpl enmented as
a unit and interoperability needs to be assured between clients and
net adat a- data server pairs, devel oped independently. This is the
nodel used for the file layout.

Anot her possibility is for the definition of a control protocol to be
specified in a Standards Track docunent. There are two subcases to
consi der:

o A new layout type includes a definition of a particular contro
prot ocol whose use is obligatory for netadata servers and storage
devices inplementing the |ayout type. 1In this case, the
interoperability nodel is simlar to the first case above, and the
defi ni ng docunment should assure interoperability anong netadata
servers, storage devices, and clients devel oped i ndependently.

o A control protocol is defined in a Standards Track document that
nmeets the control protocol requirenents for one of the existing
| ayout types. In this case, the new docunent’s job is to assure
i nteroperability between netadata servers and storage devices
devel oped separately. The existing definition docunent for the
sel ected | ayout type retains the function of assuring
interoperability between clients and a given collection of
net adata servers and storage devices. In this context,

i npl enentati ons that inplenent the new protocol are treated in the
sanme way as those that use an internal control protocol or a
functional equival ent.

An example of this last case is the SCSI |ayout type [ RFC8154], which

extends the bl ock | ayout type. The block |layout type had a
requi rement for fencing of clients but did not present a way for the
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control protocol (in this case, the SCSI storage protocol) to fence
the client. The SCSI |ayout type renmedies that in [RFC8154] and, in
effect, has a tightly coupl ed nodel .

3.1. Control Protocol Requirenents

The requirenents of interactions between the netadata server and the
storage devices are:

(1) The netadata server MJST be able to service the client’s 1/0
requests if the client decides to make such requests to the
net adata server instead of to the storage device. The netadata
server must be able to retrieve the data fromthe constituent
storage devices and present it back to the client. A corollary
to this is that even though the nmetadata server has successfully
given the client a layout, the client MAY still send I/O
requests to the metadata server.

(2) The netadata server MJUST be able to restrict access to a file on
the storage devices when it revokes a |layout. The netadata
server typically would revoke a | ayout whenever a client fails
to respond to a recall or a client’s lease is expired due to
non-renewal . It mght also revoke the | ayout as a nmeans of
enforcing a change in |locking state or access pernissions that
the storage device cannot directly enforce.

Ef fective revocation may require client cooperation in using a
particul ar stateid (file layout) or principal (e.g., flexible
file layout) when performng 1/0Q

In contrast, there is no requirenent to restrict access to a
file on the storage devices when a layout is recalled. It is
only after the netadata server determines that the client is not
gracefully returning the | ayout and starts the revocation that
this requirement is enforced.

(3) A pNFS inplenentation MJUST NOT allow the violation of NFSv4.1's
access controls: Access Control Lists (ACLs) and file open
nodes. Section 12.9 of [RFC5661] specifically lays this burden
on the conbination of clients, storage devices, and the netadata
server. However, the specification of the individual |ayout
type might create requirenents as to howthis is to be done.
This may include a possible requirenent for the netadata server
to update the storage device so that it can enforce security.

The file layout requires the storage device to enforce access

whereas the flexible file |ayout requires both the storage
device and the client to enforce security.
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(4) Interactions between | ocking and I/ O operations MJST obey
exi sting semantic restrictions. |In particular, if an /O
operation would be invalid when directed at the nmetadata server,
it is not to be allowed when performed on the storage device.

For the block and SCSI | ayouts, as the storage device is not
able to reject the I/O operation, the client is responsible for
enforcing this requirenent.

(5) Any disagreenent between the metadata server and the data server
as to the value of attributes such as nodify time, the change
attribute, and the EOF position MJST be of limted duration with
cl ear nmeans of resol ution of any di screpanci es being provided.
Note the foll ow ng:

(a) Discrepancies need not be resolved unless any client has
accessed the file in question via the netadata server,
typically by perform ng a GETATTR

(b) A particular storage device m ght be striped, and as such
its local view of the EOF position does not match the
gl obal ECF position.

(c) Both clock skew and network delay can lead to the netadata
server and the storage device having different val ues of
the tinme attributes. As long as those differences can be
accounted for in what is presented to the client in a
CETATTR, then no violation results.

(d) A LAYQUTCOW T requires that changes in attributes
resulting fromoperations on the storage device need to be
reflected in the nmetadata server by the conpletion of the
operation.

These requirenments may be satisfied in different ways by different
| ayout types. As an exanple, while the file | ayout type uses the
stateid to fence off the client, there is no requirenent that other
| ayout types use this stateid approach

Each new Standards Track document for a |layout type MJST address how
the client, metadata server, and storage devices are to interact to
neet these requirenents.

3.2. Previously Undocunented Protocol Requirenents
VWhile not explicitly stated as requirements in Section 12 of

[ RFC5661], the existing | ayout types do have nmore requirenents that
they need to enforce.
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The client has these obligations when nmaking I/ O requests to the
st orage devi ces:

(1) dients MIST NOT performI/Oto the storage device if they do
not have layouts for the files in question

(2) dients MJST NOT perform |/ O operations outside of the specified
ranges in the |layout segment.

(3) dients MJST NOT perform I/ O operations that woul d be
i nconsistent with the ionmpde specified in the |ayout segments it
hol ds.

Under the file |ayout type, the storage devices are able to reject
any request nade not conforming to these requirenments. This may not
be possible for other known | ayout types, which puts the burden of
enforcing such violations solely on the client. For these |ayout
types:

(1) The netadata server MAY use fencing operations to the storage
devices to enforce |l ayout revocation against the client.

(2) The netadata server MJUST allow the clients to performdata I/O
against it, even if it has already granted the client a |ayout.
A layout type m ght discourage such I/Q but it cannot forbid
it.

(3) The netadata server MJUST be able to do storage allocation,
whether that is to create, delete, extend, or truncate files.

The neans to address these requirenments will vary with the | ayout
type. A control protocol will be used to effect these; the contro
protocol could be a purpose-built one, one identical to the storage
protocol, or a new Standards Track control protocol

3.3. Editorial Requirenents

Thi s section discusses how the protocol requirenents discussed above
need to be addressed in docunents specifying a new | ayout type.
Depending on the interoperability nodel for the layout type in
guestion, this may involve the inmposition of |ayout-type-specific
requirenents that ensure appropriate interoperability of pNFS
conponents that are devel oped separately.

The specification of the Iayout type needs to make clear how the

client, metadata server, and storage device act together to nmeet the
protocol requirenments discussed previously. |If the document does not
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i npose i npl enmentation requirenments sufficient to ensure that these
semantic requirenents are nmet, it is not appropriate for publication
as an RFC fromthe | ETF stream

Sone exanpl es i ncl ude:

o |If the metadata server does not have a means to invalidate a
stateid issued to the storage device to keep a particular client
fromaccessing a specific file, then the [ayout type specification
has to document how the metadata server is going to fence the
client fromaccess to the file on that storage device.

o |If the netadata server inplenents nmandatory byte-range | ocking
when accessed directly by the client, then the | ayout type
specification nust require that this also be done when data is
read or witten using the designated storage protocol

4. Specifications of Oiginal Layout Types

Thi s section discusses how the original |ayout types interact with
Section 12 of [RFC5661], which enunerates the requirenents of pNFS

| ayout type specifications. It is not normative with regards to the
file layout type presented in Section 13 of [RFC5661], the bl ock

| ayout type [RFC5663], and the object |ayout type [RFC5664]. These
are discussed here only to illum nate the updates Section 3 of this
document nekes to Section 12 of [RFC5661].

4.1. File Layout Type

Because the storage protocol is a subset of NFSv4.1, the semantics of
the file |layout type conmes closest to the semantics of NFSv4.1 in the
absence of pNFS. In particular, the stateid and principal used for
I/ O MJUST have the sanme effect and be subject to the sanme validation
on a data server as it would have if the 1/O were being perforned on
the metadata server itself. The same set of validations are applied
whet her or not pNFS is in effect.

Wil e for nost inplenentations, the storage devices can do the

foll owi ng validations that are each presented as a "SHOULD' and not a
"MUST" in [ RFC5661]:

(1) client holds a valid I ayout,

(2) client 1/O matches the | ayout ionpde, and

(3) client does not go out of the byte ranges,
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Actually, the first point is presented in [ RFC5661] as bot h:
"MJUST": in Section 13.6
As described in Section 12.5.1, a client MUST NOT send an I/Oto a

data server for which it does not hold a valid | ayout; the data
server MJST reject such an 1/0Q

"SHOULD': in Section 13.8
The i onbde need not be checked by the data servers when clients
performl/QO However, the data servers SHOULD still validate that
the client holds a valid layout and return an error if the client
does not.

It should be noted that it is just these |layout-specific checks that
are optional, not the normal file access semantics. The storage

devi ces MJUST nmake all of the required access checks on each READ or
WRITE 1/ O as determ ned by the NFSv4.1 protocol. |If the netadata
server would deny a READ or WRI TE operation on a file due to its ACL,
node attribute, open access node, open deny node, mandatory byte-
range | ocking state, or any other attributes and state, the storage
devi ce MJST al so deny the READ or WRI TE operation. Also, while the
NFSv4. 1 protocol does not nandate export access checks based on the
client’s IP address, if the netadata server inplenents such a policy,
then that counts as such state as outlined above.

The data fil ehandl e provided by the PUTFH operation to the data
server provides sufficient context to enable the data server to
ensure that the client has a valid layout for the I/0O being perforned
for the subsequent READ or WRI TE operation in the conpound.

Finally, the data server can check the stateid presented in the READ
or WRITE operation to see if that stateid has been rejected by the
net adata server; if so, the data server will cause the 1/Oto be
fenced. Wiilst it mght just be the open owner or |ock owner on that
client being fenced, the client should take the NFS4ERR BAD STATEI D
error code to nean it has been fenced fromthe file and contact the
nmet adata server.

4.2. Block Layout Type

Wth the block |ayout type, the storage devices are generally not
able to enforce file-based security. Typically, storage area network
(SAN) disk arrays and SAN protocol s provi de coarse-grai ned access
control mechanisnms (e.g., Logical Unit Nunber (LUN) mappi ng and/or
masking), with a target granularity of disks rather than individua

bl ocks and a source granularity of individual hosts rather than of
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users or owners. Access to block storage is logically at a | ower

| ayer of the 1/0O stack than NFSv4. Since NFSv4 security is not
directly applicable to protocols that access such storage directly,
Section 2.1 of [RFC5663] specifies that:

in environnments where pNFS clients cannot be trusted to enforce
such policies, pNFS block |ayout types SHOULD NOT be used.

Due to these granularity issues, the security burden has been shifted
fromthe storage devices to the client. Those depl oyi ng

i mpl enentations of this |ayout type need to be sure that the client

i npl enentation can be trusted. This is not a new sort of requirenent
in the context of SAN protocols. 1In such environnents, the client is
expected to provide bl ock-based protection

This shift of the burden also extends to | ocks and | ayouts. The
storage devices are not able to enforce any of these, and the burden
is pushed to the client to nake the appropriate checks before sending
I/Oto the storage devices. For exanple, the server may use a | ayout
i onode only allowing reading to enforce a mandatory read-only | ock

In such cases, the client has to support that use by not sending

WRI TEs to the storage devices. The fundanental issue here is that
the storage device is treated by this layout type in the sanme fashion
as a local disk device. Once the client has access to the storage
device, it is able to performboth READ and WRITE I/Oto the entire
storage device. The byte ranges in the |ayout, any |ocks, the |ayout
i onnde, etc., can only be enforced by the client. Therefore, the
client is required to provide that enforcenent.

In the context of fencing off of the client upon revocation of a

| ayout, these limtations cone into play again, i.e., the granularity
of the fencing can only be at the |l evel of the host and |ogical unit.
Thus, if one of a client’s layouts is revoked by the server, it wll
effectively revoke all of the client’s layouts for files | ocated on
the storage units conprising the logical volune. This may extend to
the client’s layouts for files in other file systens. Cdients need
to be prepared for such revocations and reacquire | ayouts as needed.

4.3. (Object Layout Type

Wth the object |ayout type, security checks occur during the
allocation of the layout. The client will typically ask for layouts
covering all of the file and may do so for either READ or READ/ WRI TE.
This enables it to do subsequent 1/O operations without the need to
obtain | ayouts for specific byte ranges. At that tinme, the netadata
server should verify perm ssions against the |layout ionpde, the file
node bits or ACLs, etc. As the client may be acting for multiple
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| ocal users, it MJST authenticate and authorize the user by issuing
respective OPEN and ACCESS calls to the netadata server, simlar to
havi ng NFSv4 data del egati ons.

Upon successful authorization, the client receives within the |ayout
a set of object capabilities allowing it 1/0O access to the specified
obj ects corresponding to the requested i onode. These capabilities
are used to enforce access control and | ocking semantics at the
storage devices. \Wenever one of the follow ng occurs on the

net adata server, then the netadata server MJST change the capability
version attribute on all objects conmprising the file in order to

i nval i date any outstanding capabilities before commtting to one of
t hese changes:

o the permni ssions on the object change,
o a conflicting mandatory byte-range |lock is granted, or
o a layout is revoked and reassigned to another client.

When the netadata server wishes to fence off a client to a particular
object, then it can use the above approach to invalidate the
capability attribute on the given object. The client can be informed
via the storage device that the capability has been rejected and is
allowed to fetch a refreshed set of capabilities, i.e., reacquire the
| ayout .

5. Summary

In the three original |ayout types, the burden of enforcing the
security of NFSv4.1 can fall to either the storage devices (files),
the client (blocks), or the nmetadata server (objects). Such choices
are conditioned by the native capabilities of the storage devices --
if a control protocol can be inplenented, then the burden can be
shifted primarily to the storage devi ces.

In the context of this document, we treat the control protocol as a
set of requirenents. As new |ayout types are published, the defining
document s MJST address:

(1) The fencing of clients after a layout is revoked.

(2) The security inmplications of the native capabilities of the

storage devices with respect to the requirenents of the NFSv4.1
security nodel .
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In addition, these defining docunents need to nmake cl ear how ot her
semantic requirenments of NFSv4.1 (e.g., locking) are net in the
context of the proposed |ayout type.

6. Security Considerations

Thi s section does not deal directly with security considerations for

existing or new layout types. Instead, it provides a genera
framework for understating security-related issues within the pNFS
framework. Specific security considerations will be addressed in the

Security Considerations sections of docunments specifying | ayout
types. For exanmple, in Section 3 of [RFC5663], the lack of finer-

t han- physi cal di sk access control necessitates that the client is
del egated the responsibility to enforce the access provided to them
in the layout extent that they were granted by the nmetadata server.

The | ayout type specification nust ensure that only data access
consistent with the NFSV4.1 security nodel is allowed. It may do
this directly, by providing that appropriate checks be perforned at
the tinme each access is perfornmed. It may do it indirectly by
allowing the client or the storage device to be responsible for
maki ng the appropriate checks. |In the latter case, 1/0O access rights
are reflected in | ayouts, and the |layout type nust provide a way to
prevent inappropriate access due to pernissions changes between the
time a layout is granted and the time the access is perforned.

The netadata server MJST be able to fence off a client’s access to
the data file on a storage device. When it revokes the |l ayout, the
client’s access MJST be term nated at the storage devices. The
client has a subsequent opportunity to reacquire the |ayout and
performthe security check in the context of the newy current access
per m ssi ons.

7. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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