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Abstract

Thi s docunent extends the Personal Assertion Token (PASSporT)
specification defined in RFC 8225 to allow the inclusion of
cryptographically signed assertions of authorization for the val ues
popul ated in the Session Initiation Protocol (SIP) 'Resource-
Priority’ header field, which is used for conmuni cati ons resource
prioritization.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8443.
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Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

PASSpor T [ RFC8225] is a token format based on JSON Wb Token (JWI)
[ RFC7519] for conveying cryptographically signed informtion about
the identities involved in personal conmmunications. PASSporT with
Secure Tel ephone Identity Revisited (STIR) [ RFC8224] provides a
mechani sm by which an authority on the originating side of a call
using a protocol like SIP [RFC3261], can provide a cryptographic
assurance of the validity of the calling party tel ephone nunber in
order to prevent inpersonation attacks.
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[ RFC4412] defines a nechanismto prioritize access to SlIP-signal ed
resources during periods of comunications resource scarcity using
the SIP ’'Resource-Priority’ header. As specified in [RFC4412], the
SIP 'Resource-Priority’ header field may be used by SIP user agents
(UAs) [RFC3261] (including Public Switched Tel ephone Network (PSTN)
gat eways and SIP proxy servers) to influence prioritization afforded
to comruni cation sessions, including PSTN calls (e.g., to nmanage
scarce network resources during network congestion scenarios).
However, the SIP 'Resource-Priority’ header field could be spoofed
and abused by unaut horized entities, the threat nodel s and use cases
of which are described in [RFC7375] and [ RFC7340], respectively.

Conpromi se of the SIP 'Resource-Priority’ header field [ RFC4412]
could lead to misuse of network resources (i.e., during congestion
scenarios), inmpacting the application services supported using the
SIP 'Resource-Priority’ header field.

[ RFC8225] al l ows extensions by which an authority on the originating
side verifying the authorization of a particular conmunication for
the SIP 'Resource-Priority’ header field can use a PASSPorT claimto
cryptographically sign the SIP 'Resource-Priority’ header field and
convey assertion of the authorization for the SIP ' Resource-Priority’
header field. A signed SIP ’'Resource-Priority’ header field wll
allow a receiving entity (including entities located in different

net wor k domai ns/ boundaries) to verify the validity of assertions
authorizing the SIP 'Resource-Priority’ header field and to act on
the information with confidence that the information has not been
spoof ed or conproni sed.

Thi s specification docunents an extension to PASSporT and the

associ ated STIR nmechanisnms to provide a function to cryptographically
sign the SIP "Resource-Priority’ header field. This PASSporT object
is used to provide attestation of a calling-user authorization for
priority comrunications. This is necessary in addition to the
PASSpor T object that is used for calling-user telephone-nunber
attestation. How this extension to PASSporT is used for real-tine
conmuni cati ons supported using the SIP 'Resource-Priority’ header
field is outside the scope of this docunent. |In addition, the
PASSPor T extension defined in this docunent is intended for use in
environnents where there are nmeans to verify that the signer of the
SIP "Resource-Priority’ header field is authoritative.
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2.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals, as shown here.

PASSpor T "rph" Caim

Thi s specification defines a new JSON Wb Token claimfor "rph" that
provi des an assertion for information in the SIP 'Resource-Priority’
header field.

The creator of a PASSporT object adds a "ppt" value of "rph" to the
header of a PASSporT object. The PASSporT clains MJST contain an
"rph" claim and any entities verifying the PASSporT object will be
required to understand the "ppt" extension in order to process the
PASSpor T in question. A PASSPorT header with the "ppt" included wll
| ook as follows:

{
"typ":"passport",
“ppt":"rph",
"al g":"ES256",
"x5u":"https://ww. exanpl e.org/cert.cer"
}
The "rph" claimwill provide an assertion of authorization, "auth",

for information in the SIP 'Resource-Priority’ header field based on
[ RFC4412]. The syntax is:

{

Resource-Priority = "Resource-Priority" : r-val ue
r-val ue = namespace "." r-priority

}

Specifically, the "rph" claimincludes an assertion of the priority
| evel of the user to be used for a given comunication session. The
val ue of the "rph" claimis an object with one or nore keys. Each
key is associated with a JSON array. These arrays contain strings
that correspond to the r-values indicated in the SIP ' Resource-
Priority' header field.
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4.

4.

The following is an exanple "rph" claimfor a SIP 'Resource-Priority’
header field with one r-value of "ets.0" and with another r-val ue of

"wps. 0":

"orig":{"tn":"12155550112"},

"dest": {["tn":"12125550113"]},

"iat": 1443208345,

"rph":{"auth":["ets.0", "wps.0"]}
}

After the header and cl ai ne PASSporT obj ects have been constructed,
their signature is generated nornally per the guidance in [ RFC8225]
using the full form of PASSPorT. The credentials (i.e., Certificate)
used to create the signature must have authority over the nanespace
of the "rph" claim and there is only one authority per claim The
authority MJST use its credentials associated with the specific
service supported by the resource priority nanespace in the claim

If r-values are added or dropped by the internediaries along the
path, the internediaries nmust generate a new "rph" header and sign
the claimwith their own authority.

The use of the conpact form of PASSporT is not specified in this
docunent .

rph" in SIP

This section specifies SIP-specific usage for the claimin

PASSpor T.

r ph

1. Authentication Service Behavior

The Authentication Service will create the "rph" claimusing the
val ues discussed in Section 3 of this docunent that are based on
[ RFC4412]. The construction of the "rph" claimfollows the steps
described in Section 4.1 of [RFC8224].

The resulting ldentity header for "rph" might ook as follows
(backsl ashes shown for line folding only):

I dentity: eyJhbGei O JFUzI 1N | sl nBwdCl 61 nJwaCl sl nR5cCl 61 nBhc3Nwb3J0\
l'iwi eDV1lj oi aHROCHMBLY93d3cuzXhhbXBsZS5j b20vY2WydC5j ZXl i f Qo. eyJkZ\
XNOI'j p7VWJObi | 61 j EyMTT INTUMMTEZI | 19LCIpYXQ O | xNDQzM A4Mz QLI i wi b3\
JpZyl 6eyJObi | 61 | EyMITULNTUWMMIEY | nOsl ndJwaCl 6eyJhdXRol j pbl mVOcy4w i wA
i d3BzLj Ai XX19Cg. s37S6VC8HM5DI 6YzJe(QDsr ZcwJdOl i zxhUr A7f _980oVBHvo- cl \
-n8M hoCr 18vYYFy3bl Xvs3f s| M 0o0os2P2Dyw; i nf o=<ht t ps: // www. exanpl e. \
org/ cert. cer>; al g=ES256; ppt ="r ph"
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A SIP authentication service will derive the value of "rph" fromthe
SIP 'Resource-Priority’ header field based on policy associated with
service-specific use of r-values, defined as follows in [ RFC4412]:

r-val ue = nanespace r-priority

The aut hentication service derives the value of the PASSPorT clai m by
verifying the authorization for the SIP 'Resource-Priority’ header
field (i.e., verifying a calling-user privilege for the SIP
"Resource-Priority’ header field based on its identity). The

aut horization mght be derived fromcustoner-profile data or access
to external services.

[ RFC4412] allows multiple "nanmespace "." priority value" pairs,
either in a single SIP 'Resource-Priority’ header field or across
multiple SIP 'Resource-Priority’ header fields. An authority is
responsi ble for signing all the content of a SIP ' Resource-Priority’
header field for which it has the authority.

4.2. Verification Service Behavior

[ RFC8224], Section 6.2, Step 5 requires that specifications defining
"ppt" val ues describe any additional verifier behavior. The behavior
specified for the "ppt" values of "rph" is as foll ows:

The verification service MIST extract the value associated with the
"auth" key in a full-form PASSPorT with a "ppt" value of "rph". If
the signature validates, then the verification service can use the
val ue of the "rph" claimas validation that the calling party is

aut horized for SIP 'Resource-Priority’ header fields as indicated in
the claim This value would, in turn, be used for priority treatnent
in accordance with |l ocal policy for the associated comunication
service. |If the signature validation fails, the verification service
shoul d infer that the calling party is not authorized for SIP
"Resource-Priority’ header fields as indicated in the claim In such
cases, the priority treatnent for the associ ated comruni cati on
service is handl ed as per the local policy of the verifier. 1In such
scenarios, the SIP 'Resource-Priority’ header field SHOULD be
stripped fromthe SIP request, and the network entities should treat
the call as an ordinary call

In addition, [RFC8224], Section 6.2, Step 4 requires the "iat" val ue
in "rph" claimto be verified
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6.

6.

6.

The behavior of a SIP UA upon receiving an I NVITE containing a
PASSpor T object with an "rph" claimwll largely remain a matter of
i mpl enentation policy for the specific comruni cation service. In
nost cases, inplenmentations would act based on confidence in the
veracity of this information.

Further Infornation Associated with the SIP 'Resource-Priority’
Header Field

There may be additional information about the calling party or the
call that could be relevant to authorization for the SIP ' Resource-
Priority' header field. This may include information related to the
devi ce subscription of the caller, to any institutions that the
caller or device is associated with, or even to categories of
institutions. Al of these data el enents woul d benefit fromthe
secure attestations provided by the STIR and PASSpor T frameworks.

The specification of the "rph" claimcould entail the optiona
presence of one or nore such additional information fields applicable
to the SIP 'Resource-Priority’ header field.

A new | ANA regi stry has been defined to hold potential values of the
"rph" array; see Section 6.2. The definition of the "rph" claimmy
have one or nmore such additional information field(s). Details of
how an "rph" clai menconpasses other data elenents are left for
future specifications.

| ANA Consi der ati ons
1. JSON Wb Token C ai ns

| ANA has added a new claimto the "JSON Wb Token C ai ns" registry as
defined in [ RFC7519].

o CaimNanme: "rph
o ClaimDescription: Resource Priority Header Authorization
o Change Controller: |IESG

o Specification Docunment(s): Section 3 of RFC 8443

2. PASSporT Types

| ANA has created a new entry in the "Personal Assertion Token
(PASSpor T) Extensions" registry for the type "rph", which is
specified in this docunent. In addition, the "PASSporT Resource
Priority Header (rph) Types" registry has been created in which each
entry must contain two fields: the nane of the "rph" type and the
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specification in which the type is described. This registry has been
initially populated with the single value for "auth", which is
specified in this docunent. Registration of new "rph" types shall be
under the Specification Required policy[ RFC8126].

7. Security Considerations

The security considerations discussed in [RFC8224], Section 12, are
appl i cabl e here.

7.1. Avoidance of Replay and Cut-and-Paste Attacks

The PASSporT extension with a "ppt" value of "rph" MJST only be sent
with SIP INVITE when the SIP ' Resource-Priority’ header field is used
to convey the priority of the conmunication, as defined in [ RFC4412].
To avoid replay and cut-and-paste attacks, the reconmendati ons
provided in Section 12.1 of [RFC8224] MJST be foll owed.

7.2. Solution Considerations

Usi ng extensions to PASSporT tokens with a "ppt" val ue of "rph"
requi res know edge of the authentication, authorization, and
reputation of the signer to attest to the identity being asserted,
including validating the digital signature and the associ ated
certificate chain to a trust anchor. The follow ng considerations
shoul d be recogni zed when usi ng PASSpor T extensions with a "ppt"
val ue of "rph":

o A signer is only allowed to sign the content of a SIP ' Resource-
Priority' header field for which it has the proper authorization.
Bef ore signing tokens, the signer MIUST have a secure nethod for
aut hentication of the end user or the device being granted a
t oken.

o The verification of the signature MJST include nmeans of verifying
that the signer is authoritative for the signed content of the
resource priority nanmespace in the PASSporT.
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